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Introduction of BCP
Business Continuity Plan (BCP) describes activities to be

carried out in the event of PhIS & CPS system downtime at

facility in a duration of time during which the PhIS & CPS

system functionalities are not available for users.

As a result the users are required to revert to manual method

or procedures to carry the medication processes and

activities.

BCP
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Introduction of BCP
The downtime in PhIS & CPS could be due to:

a. Inability to use the system in Partial / Total due to system

failures:

•   Software / Application failure

• Hardware failure

• Network failure

• Other type of failure i.e. power supply etc.

b. Natural disasters

• Flood

• Fire

• Other type of disasters/ crisis

BCP
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BCP Introduction

PHARMACY OP/IP PHARMACY SATELLITE OTHER LOCATION

PhIS SERVER

Application
Power Failure

Unable
to access

PhIS & CPS

BCP
ACTIVATION

Network Down
System Failure

Schedule
Backup

BCP



BCP Team’s
Roles & Responsibility
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BCP Team
Head of
Facility

BCP Manager

BCP
Coordinator
(Pharmacy)

BCP
Coordinator
(Other Unit)

CRT
(IP Pharmacy)

CRT
(OP Pharmacy)

Roles Job Specification
BCP Manager
Pharmacy
Representative

 Manage the facility’s Business Continuity program and PhIS & CPS
users to ensure the facility’s ability to effectively and expeditiously
respond to and recover from significant downtime or IT services
interruptions.

 Responsible for coordinating, and reporting to management until full
recovery has been accomplished.

 Plan and execute BCP Drill (i.e. contingency testing) and lessons
learned are incorporated into further plan development.

 Responsible for the safe keeping of all manual forms / records.

IT Representative  Ensure infrastructure to support BCP is always ready or in stand-by
condition

 As a single contact for Facility BCP Team & Pharmaniaga Helpdesk
and Support Team.

 To follow up with Helpdesk Support on last progress or updates, when
and how to inform all BCP Coordinators and users.

Roles Job Specification

BCP Coordinator

- HOD /
Representative
from Department

 Responsible for departmental BCP

 To approve and make official announcement during local or
department failure

 As a single contact person at its own department for users

 Coordinate and provide assistance to users during system
downtime

 Communicate effectively with department users & BCP Team

 Ensure the availability of BCP toolkits at respective Location / Unit

 To follow up with BCP team on the latest progress or updates, when
and how to inform users

 To monitor the supply of manual forms/ drug labels of its own
department

 Perform at least twice yearly routine check to ensure the supply of
manual forms; labels of its own department are sufficient

 He/she must identify one or more CRT in the department to carry
out the contingency data entry and recovery

Roles Job Specification
Contingency Recovery Team (CRT)

- Pharmacists

- Assistant
Pharmacist

 To ensure all transactions are recorded in
proper documentation

 To ensure all transactions recorded in the manual
documentation are entered into the system when
system is back to normal.

BCP



BCP APPROACH
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SCHEDULE
CRITICAL PATIENT
DATA BACKUP ON

SERVER

EXTRACT DATA
(Contingency Report)

DISTRIBUTION OF
REPORT

Server will backup data according to
schedule – 3 Intervals
( 9:30am, 12:30pm, 4:30pm)

IT representative or pharmacy
representative will retrieve the
backup data from location and
generate Contingency Reports

Contingency Reports will be distribute
to location by facility guidelines

 Active Prescription
 Patient List
 MAR

BCP Team

START

END

Data Extraction & Report Generation
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Contingency Report

During downtime, to retrieve and print (option)
Contingency Reports in PDF/CSV Format from
contingency workstation: Pharmacist to
continue dispensing of medication order for
active prescription

BCP 9

No BCP Reports
(Distributed for reference)

Users

1 Active Patients List (Encountered) Pharmacist

2 Active Prescriptions Pharmacist/Doctor

3 Medication Administration Recording (MAR) Nurses/ Doctor



ACTIVE PATIENTS (ENCOUNTED)

This list will show all active patients with Patient MRN & Encountered No /
Visit No created in PhIS
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ACTIVE PRESCRIPTION

This list will show all active prescription for all outpatient,
inpatient & SPUB patient.
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Medication Administration Recording



Flow - Data Extraction & Report Generation
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• One dedicated unit of Contingency Workstation to be
placed at selective location, BCP data (2 BCP Reports)
backup from PhIS Server will be retrieve from this
Contingency Workstation at schedule interval.

• This Contingency Workstation pre-requisition:
 need to be attached with printer and to the facility

essential power supply.

 To be running 24x7

Contingency Workstation

** To determine the location of Contingency Workstation

BCP



BCP SOP
(Carta Aliran Kerja)
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Pre During Post

Start

Prepare manual form and
routine check
(Appendix A1)

Decide frequency data
back-up 2 times daily

 10.30 a.m
 3.45 p.m

Prepare contact list manager
(Helpdesk/ IT/ Pharmacist)

 Helpdesk Tel No.
 IT Standby Tel No.
 Pharmacist Tel No.

Prepare BCP SOP guidelines

Determine contingency
computer – Outpatient

Pharmacy

Prepare manual dispensing
record

– Dispensing BCP Book

Start

Confirmation of downtime

 OPD – 10 PATIENTS

Announcement for facility
(patients and staff)
 BCP coordinator

Retrieve data from
contingency computer (partial RX)
and distributed through shared

folder

Proceed dispensing process
using manual forms with label and

record in dispensing book.

Dispenser list down name,
IC number and patient MRN

to transcribe later

Note:
Prescription Record (option):

1. KAD VAS FOR NEW SLIP
WITH BCP CHOP

2. LIST DOWN FOR PARTIAL
SUPPLY (NAME,IC,SLIP
DATE)

Start

Collect manual
prescription

 Outpatient Pharmacy
Department

Transcribe into system and
click dispense

Prepare
BCP report

Manual form will be kept at
the cupboard – Outpatient

Pharmacy



Downtime Activities
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Record Patient Data – Manual Form

BCP

BCP Card

Original Prescription
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Drug Preparation – Manual Drug Label

BCP
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New Prescription

Rekod Pendispensan Ubat Scara Manual Semasa BCP

Partial Supply

Record Drug Dispensing – Manual Log Book
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Dispensing – Manual Activities

BCP



After PhIS Available
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Transcribing by Contingency Recovery Team (CRT)

BCP



Thank You !
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