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1. Purpose 

This document provides the guidelines for PhIS & CPS Preventive Maintenance at Data Centre 

(DC), Disaster Recovery Centre (DRC) and facility. It contains activities to be performed at 

designated location and the required documentation to be filled up before, during and after the 

activity. 

This guideline is recommended to be read and understood by the appointed Facility Coordinator 

or officer in-charge of IT hardware asset at the facility that managing facility asset, and it should 

be read together with PhIS and CPS Helpdesk & Maintenance document. 

2. Hardware Maintained 

The hardware to be maintained at each facility is depending on the approved allocation endorsed 

by PhIS & CPS project committee. Depending on the approved allocation, the type of hardware 

being installed at DC,DRC and facility as follows: 

No List of Hardware 

1 Server 

2 Storage * 

3 Uninterrupted Power Supply (UPS) 

4 Desktop PC 

5 Notebook * 

6 LaserJet printer 

7 Thermal Transfer printer 

8 QMS printer * 

9 Mobile Handheld device * 

10 Wired scanner * 

11 Tablet * 

12 Core switch * 

13 Distribution switch * 

14 Access Point * 

15 Wireless Bridge * 

16 Load Balancer * 

17 Link Controller *  

18 Firewall * 

 

Note: Hardware marked with * indicates for selected facility only. 

* For complete hardware specification, do refer to Helpdesk & Maintenance Document v1.5. 

* For detailed hardware inventory listing, do refer to ConnectManage(CM) in “Asset Management  
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Report” 

3. Team Structure and Responsibility 

P.M Team is a team formed to be responsible for the P.M including reporting and progress 

updates and record consolidations of PM findings. There will be a minimum of 2 pax in a team 

(depend on the facility size). For DC & DRC, the team will conduct the activity under IT BPF 

supervision, verification and acceptance while for other facility; this will be supervised, verified and 

accepted by IT or Pharmacist. 

The team structure as below and the PM Team is part of the Regional Technical Support. 
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Support & Maintenance 
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Executive

 

 
 
  
 

4. Standard Tools and Peripherals 

Below is the standard tool & peripherals for every PM activity. 

 Hardware Inventory List 

 PM Checklist forms 

 Anti-static & cleaning cloth 

 Screwdriver set 

 Portable vacuum cleaner 

 LCD & Hardware fluid spray 

 Mouth & Nose protective gear (if needed) 

 Hand gloves (if needed) 

 Ladder (For AP and Network switch physical checking) 

 P.M labels (2 P.M per year) 

 Asset Tagging labels (If the existing labels have to be replaced) 

 Notebook / Tablet (for server, switch, AP & wireless bridge configuration check) 
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5. Scope of Work 

1. Standard scope of work 

The PM team will perform a repeating tasks for every PM as below; 

I. Cleanup of physical hardware. 

II. Check details and location of the hardware. 

III. Capture details of resources. 

IV. Check the standard hardening and configurations. 

V. Record any relocation or missing hardware. 

 

2. Scheduled scope of work 

The PM team will perform a pre-planned activity that is not in the standard scope as for 

example below; 

I. Firmware updates. 

II. Application patches and tuning. 

III. DB patches and tuning. 

IV. Upgrade of OS or any related system application. 

 

 

6. Preventive Maintenance Procedure 

The Preventive Maintenance activity will be done following the below process. 

1. Pre Preventive Maintenance 

i. A complete P.M schedule has to be presented to facility and the project team. 

ii. Facility will then approve the proposed schedule (including the latest Hardware 

Inventory List) before the activity can take place. If there is a need for changes, facility 

will propose a new schedule and this will be notified to PLSB and project team. 

iii. All hardware summary list and hardware inventory list will be printed out from 

ConnectManage. 

iv. Compilation of all the P.M documents needed beforehand. The documents as below: 

 P.M activity letter 

 Approved P.M Schedule 

 Hardware Summary list 

 Hardware Inventory list 

 P.M Checklist  forms 

 

*Example as in Appendix 1. 
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2. During Preventive Maintenance 

i. On the 1st day, there should be a quick briefing on the regulation and SOP of the 

facility by the person in charge –appointed Facility Coordinator (Asset Manager / IT 

personnel / Pharmacists / Representative) to the P.M team. 

ii. PM team should always be in proper attire when conducting the activity. 

iii. Facility Coordinator to facilitate the P.M team throughout the P.M activity. 

iv. Daily activity update by P.M Team: 

 Update facility before starting the activity in the morning. 

 Update facility on the progress by end of the day / week as mutual agreed. 

v. P.M Team must compile the daily progress and update the facility (daily) and the 

project team (Bi-Weekly Meeting). 

vi. Always ask for user permission before attending to the hardware. 

vii. End user/Facility representative have to verify the activity being carried out and sign 

the P.M checklist forms. The checklist has to be filled thoroughly. 

viii. P.M team must report any findings on the hardware movements or hardware that is 

missing and inform the Facility Coordinator responsible to manage facility asset or 

officer in-charge of IT hardware asset; to update their record and will log the case to 

Helpdesk (if applicable). 

ix. Any hardware fault found during the P.M activity, the P.M team will log the case to 

Helpdesk and escalate to the support team. 

x. The hardware will be tagged as below to ensure that P.M has been done on the 

particular hardware. 

 

Kementerian Kesihatan Malaysia 

Current PM Date dd/mm/yyyy 

Next PM Due dd/mm/yyyy 

Hak Kerajaan Malaysia 

 

3. Post Preventive Maintenance 

i. Once the Preventive Maintenance is completed, the below documents will be 

distributed to Facility: 

 Execution of Preventive Maintenance (EPM) 

 Preventive Maintenance Report including : 

a. Findings during Preventive Maintenance activity. 

b. Recommendations/ actions e.g. any upgrades or tunings required. 

 Compilation of all completed P.M checklist forms. 
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ii. Any issue highlighted shall be highlight or report to project team for further action.     

   Asset shall be under the custodial of facility. Any further action in relate to asset shall    

   be the responsibility of facility. 

iii. To inform and update project team on the completion of the P.M activity during project 

meeting. 

iv. Facility Coordinator shall be the main contact person for respective facility during PM 

activities. 

*Example as in Appendix 2. 
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7. Preventive Maintenance Process Flow 
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PM Key Resources – Term of Reference (TOR) 

 
No Work Process 

Responsible 
By 

P
R

E
 –

 P
M

 

1 Generate latest Asset Management Report through ConnectManage(CM) PLSB 

2 Submit PM Schedule to project team for approval  PLSB 

3 PLSB submit PM notification letter to Facility , carbon copy to KKM & JKN 
and to be attach with supporting document: 

 Hardware Inventory Summary List  

 Approved PM Schedule (By Zone) 

*Timeline - 1 month before PM activities start 

PLSB  

4 JKN to send official notification letter if any request from facility on change 
of PM date – to provide reasons and proposed new date.  

* Timeline - within 2 weeks upon receiving PM notification letter 

PLSB 

5 Project Team shall reply on top of email notification sent by Project team; if 
request of rescheduled PM date is approved , otherwise consider rejected 
and facility has to proceed as per scheduled plan. 

MOH /  

PLSB 

D
U

R
IN

G
 -

 P
M

 

1 PLSB to contact & notify Facility Coordinator prior conduct PM on site. 

*Timeline – 1 day before PM activities 

Facility Coordinator to conduct briefing on the regulation and SOP of  facility 
to PLSB team when on-site. 

PLSB 

 

Facility 

2 PLSB team require to fill in PM Checklist during execution of PM activities 
at respective User location.   

Escalation of PM findings that required further advise or action shall be 
compile & highlight to below parties accordingly: 

a. Facility  / JKN                                             or  
b. Helpdesk - Log Ticket (where necessary)  or 
c. Project Team 

PLSB 

 

 

 

  

3 Facility Coordinator  to ensure PM activities conducted as per PM checklist Facility 

4 Facility to update & record PM activities details on KEW.PA card (Rekod 
Penyelenggaraan Aset Alih) 

Facility 

5 All PM Checklists will be compiled by PLSB and submit to Facility 
Coordinator for verification & Sign off: 

 Preventive Maintenance Checklist 

 Execution of Preventive Maintenance (EPM)   

PLSB 

 

Facility 
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No Work Process 

Responsible 
By 

A
F

T
E

R
 -

 P
M

 

1 PLSB shall submit PM Report (By Facility) to Facility Coordinator 
(Hardcopy) 

*Timeline – before PLSB team exit facility 

PLSB 

2 PLSB upload PM Report to PhIS Portal (Softcopy) 

 a. PM Report (By Facility) 

 b. PM Report (By Zone) 

 All Facilities' summary findings within the zone 

 Timeline – within 2 weeks upon completion of PM by Zone 

PLSB 

 

  

3 PLSB update CM to reflect changes in Asset Management Report (If 
applicable only) 

PLSB 

4 PLSB update Project Team on PM summary progress in project meeting PLSB 
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8. Report mechanism 

PM Report (By Facility) & PM Report (By Zone) will be uploaded into PhIS Portal by PLSB; and 

shall be accessible by MOH (project team), JKN & Facilities. The hardcopy PM Report (By 

Facility) shall be distribute to facility before PM Team exit facility. 

The timeline for report to upload to PhIS Portal will be 14 Days (2 weeks) after the last sign off 

date for the said state's zone and not by facility, subsequently within another 14 Days (2 weeks)  

for facility to verify facility asset vs. PM report. 

During the PM execution, a summary of the progress will be presented in PhIS Bi Weekly 

Meeting.  

9. Support 
 

If there are any failures of hardware during the PM, it is advised for PM team or facility user to log 

a ticket to PhIS & CPS Helpdesk for recording and escalation to support team. 

 

Any problems or issues encountered after the completion of preventive maintenance shall be 

escalated to PhIS& CPS Helpdesk for recording and resolution. 

 

The toll-free number is 1-800-22-9322. 

 

10. Acronyms 

Abbreviation  Definition 

MOH Ministry of Health 

PLSB Pharmaniaga Logistics Sdn Bhd 

Facility Hospital, PKD, KK, JKN, BPM, BPF, MUSN, MUSB, PBFN 

PhIS Pharmacy Information System 

CPS Clinic Pharmacy System 

P.M Preventive Maintenance 

EPM Execution of Preventive Maintenance 

QC Quality Control 

CM ConnectManage (Customer Service & Helpdesk System) 

DC Data Centre 

DRC Disaster Recovery Centre 
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APPENDIX 1 
 

1.1 DC/DRC PM Sample Report 
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1.1 DC/DRC PM Sample Report 

1.1.1 Preventive Maintenance Schedule (Sample) 
 

Location 

Hardware 

Days 
Pseries Xseries Switch Firewall 

Link 
Controller 

Load 
Balancer 

Server room 5 12 10 2 2 4 Day 1 

Servers (pSeries)               

phisdc_apps01 1           Day 1 

phisdc_apps02 1           Day 1 

phisdc_ db01 1           Day 1 

phisdc_ db02 1           Day 1 

phisdc_ devdb01 1           Day 1 

Servers (xSeries)               

phisdc_nms_clamav   1         Day 2 

phisdc_backup_dns 1   1         Day 2 

phisdc_web02   1         Day 2 

phisdc_ helpdesk   1         Day 2 

phisdc_ web01   1         Day 2 

phisdc_ trainapps   1         Day 2 

phisdc_ traindb    1         Day 3 

phisdc_ devapps   1         Day 3 

phisdc_ devdb02   1         Day 3 

phisdcvmhost001  1      

              phisdcvmhost002  1      

              phisdcvmhost003  1      

Switches               

              phisdc-DMZ-SW1     1       Day 3 

              phisdc-DMZ-SW2     1       Day 3 

phisdc-WAN-SW1     1       Day 3 
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Location 

Hardware 

Days 
Pseries Xseries Switch Firewall 

Link 
Controller 

Load 
Balancer 

        
             phisdc-WAN-SW2     1       Day 3 

             phisdc-LAN-SW1      1       Day 3 

             phisdc-LAN-SW2     1       Day 3 

             phisdc-VM-SW1     1       Day 3 

             phisdc-VM-SW2     1       Day 3 

             phisdc-Backup-SW1     1       Day 3 

             phisdc-Backup-SW2     1       Day 3 

Firewall               

             phisdc-FW1        1     Day 3 

             phisdc-FW2       1     Day 3 

Link Controller               

             phisdc-LC1          1   Day 3 

             phisdc-LC2         1   Day 3 

Load Balancer               

             phisdc-LB1            1 Day 3 

             phisdc-LB2           1 Day 3 

             phisdc-LB3      1 Day 3 

             phisdc-LB4      1 Day 3 

 
5 12 10 2 2 4 
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1.1.2 List Hardware Specification and Quantity 
 

Item Abbreviation Specification 
Quantity 

(Unit) 

SWITCH  LAN CISCO CATALYST 4900M 
Enterprise and core Multi-tiered Network switch 
Layer 3 capable 
Minimum of 24-port 10/100/1000 Ethernet switch per slot 
40 ports 10/100/1000 Ethernet switch per slot 
Support IPv6 

2 

SWITCH WAN / DMZ CISCO SGE2000 
4 RJ-45 connectors for 10/100/1000 with 4 shared Gigabit SFP slots console 
port 
Auto medium dependent interface (MDI) and MDI crossover (MDI-X) 
Auto negotiate/manual setting 
RPS port for connecting to redundant power supply unit 
Support IPv6 

4 

SWITCH BACKUP & VM CISCO SG500 
Enterprise and core Multi-tiered Network switch 
Layer 3 capable 
Minimum of 24-port 10/100/1000 Ethernet switch per slot 
28 ports 10/100/1000 Ethernet switch per slot 
Support IPv6 

4 

Database Server SVR IBM P770  
Redundant/clustering 
8 CPU cores 3.6 Ghz 
Supports multi-tiered environment 
64GB RAM with ECC Protection 
2x300GB SCSI HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive  
4x10GB Internal Ethernet Adapter 
4x 8GB HBA Fibre Channel port  
Pre-installed Operating System with CD 
P7 Processor with 8 cores 3.5 Ghz 
Redundant/Clustering – IBM Power HA 7.1 
Supports multi-tiered environment 
64 GB RAM with ECC Protection 
2x300GB SAS HDD with RAID capability 
1x SATA Slimline DVD Drive  
(DVD-RW DL/DVD-ROM drive) 
4x10GB Internal Ethernet Adapter 
4x 8GB HBA (Host Bus Adapter) Fibre Channel Port 
Pre-installed Operating System with CD – AIX 7.1 

2 
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Item Abbreviation Specification 
Quantity 

(Unit) 

Application Server SVR IBM P770  
4 CPU cores 3.6 Ghz 
P7 Processor with 4 cores 4.22Ghz 
Supports multi-tiered environment 
32GB RAM with ECC Protection 
2x300GB SCSI HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive  
1x SATA Slimline DVD Drive 
(DVD-RW DL/DVD-ROM drive) 
4x1GB Internal Ethernet Adapter 
Installed Operating System with CD – AIX 7.1 
Pre-installed Operating System with CD 

2 

Web Server SVR IBM x3850 X5 
2 x Xeon 6C (total 12 cores)  E7-4807 95W 1.86GHz 
32GB RAM with ECC Protection 
2x300GB 15K 6Gbps SAS 2.5 SFF G2 HS HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive 
1x UltraSlim SATA Burner  
(DVD-RW DL/DVD-ROM drive) 
4x1GB Internal Ethernet Adapter 
Pre-installed Operating System with CD 
Installed Operating System with CD – SuSe Linux  
Enterprise Server 11 

2 

Reporting/Data Mining 

Server 

SVR IBM X3650 M3 
Intel 2 x Xeon 6C (total 12 cores) E5645 2.4Ghz 
32GB RAM with ECC Protection 
4 x 300GB SAS HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive 
1 x UltraSlim SATA Burner  
(DVD-RW DL/DVD-ROM drive) 
4x1GB Internal Ethernet Adapter 
Pre-installed Operating System with CD 
Installed Operating System with CD – SuSe Linux Enterprise Server 11 

1 
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Item Abbreviation Specification 
Quantity 

(Unit) 

Shared Servers (NMS, 

Directory, Helpdesk, 

Reporting for DR, etc.) 

SVR IBM x3850 X5 
 4 CPU cores 3.6Ghz 
2 x Xeon 6C (total 12 cores)  E7-4807 95W 1.86GHz 
32GB RAM with ECC 32GB RAM with ECC Protection 
4x300GB SCSI HDD with RAID capability  
4x300GB 15K 6Gbps SAS 2.5 SFF G2 HS HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive 
1x UltraSlim SATA Burner 
(DVD-RW DL/DVD-ROM drive) 

4 

Test Development 

Server (Core Apps and 

DB) – High End 

SVR IBM P720 
4 CPU Cores P720 3.0 Ghz 
Supports multi-tiered environment 
32GB RAM with ECC Protection 
2x300GB 10K RPM SFF SAS Disk Drive with RAID capability 
1xDVD-RW DL/DVD-ROM drive 
1x SATA Slim DVD Drive 
4x1GB Internal Ethernet Adapter 
2xHBA Fibre channel port 
2x 8GB HBA (Host Bus Adapter) Fibre channel Port Adapter  
Pre-installed Operating System with CD 
Installed Operating System with CD – AIX 7.1 

1 

Test Development 

Server (Non-Core Apps) 

– Low/Medium End 

SVR IBM X3650 M3 
2 x Xeon 6C (total 12 cores) E5645 2.4Ghz 
16GB RAM with ECC Protection 
3x 300GB SAS HDD with RAID capability 
1xDVD-RW DL/DVD-ROM drive 
1 x UltraSlim SATA Burner  
(DVD-RW DL/DVD-ROM drive) 
4x1GB Internal Ethernet Adapter 
4x1GB Internal Ethernet Adapter 
Pre-installed Operating System with CD 
Installed Operating System with CD – SuSe Linux Enterprise Server 11 

2 

Virtual Machine Server 

(VM Server) 

VM SVR IBM x3850 X6 
3x Intel Xeon 12C E7-4860v2 130W 2.6GHz/1600MHz/30MB 
4x 12C 2.6GHz CPU 
256GB RAM PC3L-12800 CL11 ECC DDR3 1600MHz LP RDIMM 
3 x IBM 300GB 15K 6Gbps SAS 2.5 Inch G3HS R5 HDD 
 

3 
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Item Abbreviation Specification 
Quantity 

(Unit) 
Storage Area Network 

(SAN) 

SAN IBM DS5100 
2 x 2 Quad 8GBs Host Port Cards 
Support iSCSI interface 
5 TB RAW Data 
Support FC, SAT and SAS disk 
Support RAID 0, 1, 3, 5, 10 
IBM Storage Management Software 
GUI Based management and monitoring tool 
Support 10Gbps switch of blade server 
Compatible with Unix, Red Hat LINUX, SUSE Linux, MS Windows Server 
SAN switch and cables 
5 TB RAW Data 

2 

Storage Area Network 

(SAN) 

SAN IBM STOWIZEV7000 
2 x 2 Quad 8GBs Host Port Cards 
Support iSCSI interface 
5 TB RAW Data 
Support FC, SAT and SAS disk 
Support RAID 0, 1, 3, 5, 10 
IBM Storage Management Software 
GUI Based management and monitoring tool 
Support 10Gbps switch of blade server 
Compatible with Unix, Red Hat LINUX, SUSE Linux, MS Windows Server 
SAN switch and cables 
5 TB RAW Data 

2 

VM Storage Area 

Network (SAN) 

VM SAN IBM STOWIZEV7000 
2 x 2 Quad 8GBs Host Port Cards 
Support iSCSI interface 
Support FC, SAT and SAS disk 
Support RAID 0, 1, 3, 5, 10 
IBM Storage Management Software 
GUI Based management and monitoring tool 
Support 10Gbps switch of blade server 
Compatible with Unix, Red Hat LINUX, SUSE Linux, MS Windows Server 
SAN switch and cables 
 

2 
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Item Abbreviation Specification 
Quantity 

(Unit) 
Link Controller (Front-

end and Back-End)  

LC BIG-IP F5 LC1600 
Support up to 1 Gbps throughput 
Support 10 Gigabit Ethernet Ports 
Layer 4 load balancing 
Supports hardware SSL acceleration 
Add remove server on the fly 
Supports hardware SSL acceleration 
Add/Remove server on the fly 
Layer 4 load balancing 
Supports maximum of 10 Gigabit Ethernet Port 
Supports maximum of 12Gbps throughput 

2 

Load Balancer  LB KEMP LM5300 
8 X GbE and 2x10GbE (SFP+) ports 
8.8 Gbps L4 balancer throughput 
SSL Transactions Per/Second (TPS): 9,300 
Servers Supported: 1,000 Physical / 1,000 Virtual Servers 
Requests per second (HTTP): 110,000 

4 

Firewalls FW CHECKPOINT 12407 FIREWALL APPLIANCE 
Minimum of 10 Gbps throughputs 
Up to 25 Gbps FW Throughput 
High availability 
Support auditing log-in 
Support SSL for encryption via Web, Support IPV6 
4xGigabit Ethernet ports 
10/100/1000 Ethernet ports 
Support 10GB Fibre Channel Ethernet ports 
Support up to 3,500,000 concurrent sessions 
Comes with Check Point management software 

2 
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1.1.3 Hardware inventory list 
 

List of equipment available in the facility as per below table: 

i. SERVER 

No. SERVER S/N ASSET TAGGING LOCATION 

1 0658E47 phisdc-apps01 Server Room 

2 0658E57 phisdc-apps02 Server Room 

3 0639C6R phisdc_ db01 Server Room 

4 0639BFR phisdc_ db02 Server Room 

5 0639C5R phisdc_ devdb01 Server Room 

6 99B0746 phisdc_nms_clamav Server Room 

7 99B0744 phisdc_backup_dns 1 Server Room 

8 99A9941 phisdc_web02 Server Room 

9 99B0747 phisdc_ helpdesk Server Room 

10 99B0743 phisdc_ web01 Server Room 

11 99Y8639 phisdc_ trainapps Server Room 

12 99Y8654 phisdc_ traindb Server Room 

13 99Y9290 phisdc_ devapps Server Room 

14 99Y8377 phisdc_ devdb02 Server Room 

15 06EK012 phisdc_vmhost01 Server Room 

16 06EK010 phisdc_vmhost02 Server Room 

17 06EK011 phisdc_vmhost03 Server Room 

 

 

ii. STORAGE 

No. SERVER S/N ASSET TAGGING LOCATION 

1 78K24K8 SAN Storage Server Room 

2 78K24PC SAN Storage Expansion Server Room 

3 78226AX SAN Storage (New) Server Room 

4 78227DC SAN Storage Expansion (New) Server Room 

 

iii. VM STORAGE 

No. SERVER S/N ASSET TAGGING LOCATION 

1 782189C SAN Storage Server Room 

2 78217BH SAN Storage Expansion Server Room 

 

iv. SAN SWITCH 

No. SW S/N ASSET TAGGING DEPARTMENT 

1 10406DW SAN Switch 1  Server Room 

2 10406GX SAN Switch 2 Server Room 

 



 

© 2011-2017 Pharmaniaga Logistics Sdn Bhd (PLSB)               Page 10 

PhIS_CPS/SUPPORT/SOP/PM _GUIDELINE_v1.5   

 

v. NETWORK SWITCH 

No. SW S/N ASSET TAGGING DEPARTMENT 

1 DNI1609B347 phisdc-DMZ-SW1 Server Room 

2 DNI1609B34N phisdc-DMZ-SW2 Server Room 

3 DNI1609B34C  phisdc-WAN-SW1  Server Room 

4 DNI1609B33X phisdc-WAN-SW1 Server Room 

5 JAE161201EN phisdc-LAN-SW1  Server Room 

6 JAE161201F3 phisdc-LAN-SW2 Server Room 

7 DNI 19050GLL phisdc-VM-SW1 Server Room 

8 DNI19050GLM phisdc-VM-SW2 Server Room 

9 DNI19050GLQ phisdc-Backup-SW1 Server Room 

10 DNI19050GLG phisdc-Backup-SW2 Server Room 

 

vi. Network –Link Controller 

No. LC S/N ASSET TAGGING DEPARTMENT 

1 F5-DSQB-QWUD phisdc-LC1 Server Room 

2 F5-T0UP-RPCB phisdc-LC2 Server Room 

 

vii. Load Balancer 

No. FW S/N ASSET TAGGING DEPARTMENT 

1 TSBC08002416 phisdc-LB1 Server Room 

2 TSBC07007587 phisdc-LB2 Server Room 

3 TSBD08008717 phisdc-LB3 Server Room 

4 TSBC08012160 phisdc-LB4 Server Room 

viii. Network –Firewall 

No. FW S/N ASSET TAGGING DEPARTMENT 

1 1149B02516 phisdc-FW1 Server Room 

2 1149B02560 phisdc-FW2 Server Room 
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1.1.4 DC/DRC Maintenance Checklist 

a) Storage Checklist 
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b) Server Checklist 
 

 
For Server X-series 
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For Server P-series 
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c) DB Checklist 
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APPENDIX 2 

   

PM Sample Report  
 

2.1  P.M Report (By Zone)   

2.2  P.M Report (By Facility) 
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 2.1   Preventive Maintenance Report  (By Zone) 

 

 

Note:  

Please refer to attachment APPENDIX 2A - sample PM Report (By Zone). 
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2.2   Preventive Maintenance Report  (By Facility) 

 
 

Note:  

Please refer to attachment APPENDIX 2B - sample PM Report (By Facility). 
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APPENDIX 3 

Mapping of Appendix 27 & 

Report Samples 
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Mapping of Appendix 27 with Report Submitted 

No. Item in Appendix 27 Frequency Location 
Type Of 

Hw/Sw/Apps 
Report submitted Submitted by 

Report 
Submitted To 

PIC / Verified By 

1. Network Trend Analysis Monthly DC & DRC 
 

Firewall Network Activity 
Report 

Network Team Project Team BPF IT 

2. Network Utilization Monthly DC & DRC IPVPN Network Utilization 
Report 

Network Team Project Team BPF IT 

3. Performance Monitoring System Monthly DC Server Zabbix Report System Team Project Team BPF IT 

4. Disk Space Usage Statistics 
i. CPU Utilization 
ii. User statistics 

Monthly DC Server & 
Database 

Zabbix Report on 
PostgreSQL and Oracle 
DB 

System Team & 
Database team 

Project Team BPF IT 

5. Helpdesk Monthly DC,DRC & 
Facilities 

All Helpdesk Report Helpdesk team Project Team BPF, BPF IT , BPM & 
Facility Coordinator 

6. Preventive Maintenance for 
Hardware 

Every 6 month DC,DRC & 
Facilities 

Hardware & 
Network 

Preventive 
Maintenance Report 

Support Team Project Team BPF IT, Facility 
User/Coordinator 

7. Preventive Maintenance for 
Software 

Every 6 month DC,DRC & 
Facilities 

Apps & 
Database 

Preventive 
Maintenance Report 

Support Team Project Team BPF IT, Facility 
User/Coordinator 

8. Performance Tuning System Every 6 month DC & DRC   Server & 
Network 

Preventive 
Maintenance Report 

System Team & 
Network Team 

Project Team BPF, BPF IT 

9. Database Tuning Every 6 month DC &DRC   Database Preventive 
Maintenance Report 

DBA Team Project Team BPF, BPF IT 

10. Database Utilization Every 6 month DC &DRC   Database Preventive 
Maintenance Report 

DBA Team Project Team BPF, BPF IT 

11. Application Tuning Every 6 month DC,DRC & 
Facilities 

Application Preventive 
Maintenance Report 

System Team Project Team BPF IT, Facility 
User/Coordinator 

12. Parameter Checking Every 6 month DC,DRC & 
Facilities 

Database & 
Application 

Preventive 
Maintenance Report 

System Team & 
DBA Team 

Project Team BPF IT, Facility 
User/Coordinator 
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No. Item in Appendix 27 Frequency Location 
Type Of 

Hw/Sw/Apps 
Report submitted Submitted by 

Report 
Submitted To 

PIC / Verified By 

13. Disk Layout Checking Every 6 month DC,DRC & 
Facilities 

Server Preventive 
Maintenance Report 

System Team Project Team BPF IT, Facility 
User/Coordinator 

14. Disk Fragmentation Every 6 month DC,DRC 
&Facilities 

Not Available 
on SUSE 

    

15. Capacity Planning Yearly DC & DRC   Server, 
Network 

Minutes of meeting in 
bi-weekly and PITC 

Tabled in 
meeting by 
Project Manager 

Project Team BPF, BPF IT  

16. Audit and Security Check Report Yearly DC & DRC Server, 
Network & 
Hardware 

ISO27001 Audit Review 
Report 

QA Team Project Team BPF IT 

17. Database Reorganization Yearly DC & DRC Database Preventive 
Maintenance Report 

DBA Team Project Team BPF IT 

18. Application/software 
patches/version 
updates/upgrade report 

When 
necessary 

DC & DRC   Application Release Notes Development 
Team 

Project Team BPF & BPM 

19. PhIS and CPS Application 
Performance Report 

When 
necessary 

DC & DRC   Application Performance Stress 
Test 

System & 
Development 
Team 

Project Team BPF & BPM 

20. Hardware, Network Equipment 
and Software Inventory List 

When 
necessary 

DC,DRC & 
Facilities 

Hardware ConnectManage Support Team Project Team BPF, BPM & 
Facilities 

21. Standard Operating Procedure 
(SOP) 

3 month after 
effective 

DC,DRC & 
Facilities 

Server, 
Network 

SOP System Team Project Team BPF, BPM & 
Facilities 

22. Security Management 3 month after 
effective 

DC & DRC Firewall & 
Server 

ISO27001 Audit Review 
Report 

QA Team Project Team BPF IT 

23. Field Service Report 1 week after 
maintenance 

DC,DRC & 
Facilities 

Hardware & 
Software 

Field Service Report Support Team Facility Facility User 

24. Server downtime log reports at 
each hospital and clinic 

Monthly DC,DRC & 
Facilities 

Server Uptime SLG Report Helpdesk team Project Team BPF, BPM & 
Facilities 
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1. Network Trend Analysis 
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2. Network Utilization 
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3. Performance Monitoring System 
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4. Disk Space Usage Statistics 
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5. Preventive Maintenance for Hardware 

 

 
For DC/DRC 

  



 

© 2011-2017 Pharmaniaga Logistics Sdn Bhd (PLSB)                                            Page 26 

PhIS_CPS/SUPPORT/SOP/PM _GUIDELINE_v1.5   

 

 
 

 
 

 
For Facilities 
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For Facilities 
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6. Preventive Maintenance for Software 
 

 
For Facilities 
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7. Performance Tuning System 
 

 

 
For DC/DRC (DB) 
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For Facilities 
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8. Database Tuning 
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For DC/DRC 

 

 
 

 
For Facilities 
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9. Database Utilization 
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10. Application Tuning 
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11. Parameter Checking 
 

 
For DC 
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12. Disk Layout Checking 
 

 
For DC 

 

 
For Facilities 
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13. Disk Fragmentation 
 

 
For DC 

 
14. Capacity Planning 
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15. Audit and Security Check Report 
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16. Database Reorganization 
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17. Hardware, Network Equipment and Software Inventory List 
 

 
 
 

18. Standard Operating Procedure (SOP) 
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19. Security Management 
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20. Server downtime log reports at each hospital and clinic 
 

 
 
 

 
 
 
 
 
 


