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1 Introduction

This document consists the Network Equipment module for PhIS/CPS Project of all Hospital and Clinic.
Scope of this document cover the following areas:
e Switch - Cisco SG500-28 & SG300-28
v" Overview of Cisco SG500-28 & SG300-28
v' Features of the Cisco SG500-28 & SG300-28
v' Key and LED status of Cisco SG500-28 & SG300-28
v" Network Equipment Configuration
v" Troubleshooting
e Access Point - Cisco Aironet 1141, Cisco Aironet 1602i, and Dlink DWL-6600APA1
v" Overview of Cisco Aironet 1141 & Cisco Aironet 1602i
v' Features of the Cisco Aironet 1141 & Cisco Aironet 1602i
v LED Status of Cisco Aironet 1141 & Cisco Aironet 1602i
v" Overview of Dlink DWL-6600APA1
v Features of the Dlink DWL-6600APA1
v LED Status of Cisco Aironet 1141 & Cisco Aironet 1602i
v" Network Equipment Configuration
v' Troubleshooting
o Wireless Bridge
v" NanoStation M5 Hardware Overview
v" NanoStation M5 Specifications
v' Wireless Bridge AirOS Status
v" Network Equipment Configuration

e Common Issue & Resolution

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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2 Switch - Cisco SG500-28 & SG300-28

2.1 Overview of Cisco SG300-28 & SG500-28

Specification

SG500-28 SG300-28
Basic Layer 3 Switch Layer Basic Layer 3
Manage Switch Type Manage
192.168.1.254/24 Default IP Address 192.168.1.254/24
Yes Web-based management | Yes
10/100/1000Base-T Network Technology 10/100/1000Base-T
24 Number of Ethernet Port | 26
2 Combo port + 2 SFP Number of SFP Port 2 Gigabit Ethernet Combo
Yes Stack Port No
Supported Gigabit Ethernet SX SEP Module Gigabit Ethernet SX Mini —GBIC
Mini —GBIC SFP Transceiver SFP Transceiver

2.2 Features of the Cisco SG500-28 & SG300-28

2.2.1 Cisco SG500-28 front view

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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The following image illustrate the right side of switch.

atfosi]es 1A 137 24 147
CISCO

Master ' :

System r.

Reset
Stack ID

The following image illustrate the left side of switch.

Cisco Small Business
LINK/ACT GIGABIT

HE=

S14 Go6/S2Y G27/53

2.2.2 Cisco SG300-28 front view

bl
Cisco

O8h GAY 7A  @Y—rmgee

The following image illustration shows the right side of switch.

i)
CISCO

System '

Reset

SF 300-24P 24-Port 10/100 PoE Managed Switch
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The following image illustrate the left front panel port.

mall Business
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2.3 Key and LED status of Cisco SG500-28 & SG300-28

2.3.1 Cisco SG500-28 Key & LED status

wtlran]n,
CISCO

Master .

Fan |. "

System ) § 7
) 2

Reset
Stack ID SGEOOX-24P 24-Port Gigabi

Link/Act LED
Gigabit LED

LINC/ACT GIGABIT

C25/S14A G26/S2Y G27/53 A G28/84Y
© 2011-2019 Pharmanii 1G/5G
PhIS_CPS/ H_T.MANUI‘\I__I‘II_I VVAJININT L.t Page 4



PhIS & CPS Project

Training Manual — Network Module mls

Part LED Status Meaning
Master LED Green (Lights steady) Switch is a stack master
Green (Lights steady) Cooling fan is operational
Fan LED
Green (Blinks) Fan in failure
Green (Lights steady) Switch is powered on
Booting, performing self-tests,
System LED LED flashes or acquiring an IP address
LED flashes Amber Switch ha_ls detected a
hardware failure
This switch is stacked and the
Stack ID LED Green (Lights steady) corresponding number

indicates its stack ID

Link/Act LED

Green (Lights steady)

A link between the
corresponding port and
another device is detected

Green (Flashes)

The port is passing traffic.

Green (Lights steady)

Connected and is powered on

Gigabit LED
LED Off Nothing is cabled to the port
Green (Lights steady) ;Zn:r?;r“e%n (I)Srt made  through
SFP LED port

Green (Flashes)

The port is passing traffic.

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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Link/Act LED
Gigabit LED
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Part LED Status Meaning
Master LED | Green (Lights steady) Switch is a stack master
Green (Lights steady) Cooling fan is operational
Fan LED
Green (Blinks) Fan in failure
Green (Lights steady) Switch is powered on

Booting, performing self-tests, or acquiring an IP

System LED | LED flashes address

LED flashes Amber Switch has detected a hardware failure

A link between the corresponding port and another

Green (Lights steady) device is detected

Link/Act LED

Green (Flashes) The port is passing traffic.

Green (Lights steady) Connected and is powered on
Gigabit LED

LED Off Nothing is cabled to the port

Green (Lights steady) Connection is made through the shared RJ-45 port
MiniGBIC

Green (Flashes) The port is passing traffic.

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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2.4 Network Equipment Configuration

2.4.1 Cisco SG500-28

The following table show Standard Configuration for SG500 (Flat VLAN) using CLI command.

stack standalone reboot
wr me
set system mode router queues-mode 8

config t
hostname CSW-XXX-DNIXXXXXXXXX
username phisadmin password XXXXXXXXX privilege 15

clock timezone " " +8
clock source sntp

sntp unicast client enable
sntp unicast client poll
sntp server 10.41.28.10 poll

ip dhcp snooping

ip dhcp snooping vlian 1

ip ssh server

spanning-tree priority 24576

int range GE 1/1/1-23
switchport mode access
switchport access vian 1

int range GE 1/1/24-28
switchport mode trunk

ip dhcp snooping trust
spanning-tree cost 10000
spanning-tree port-priority 112

int GE 1/24
description "Uplink To Facility Core Switch"

intvian 1
ip address X.X.X.XY.Y.Y.Y

ip default-gateway X.X.X.X
wr me

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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The following table show Standard Configuration for SG500 (VLAN) using CLI command.

stack standalone reboot
wr me
set system mode router queues-mode 8

config t

hostname CSW-XXX-DNIXXXXXXXXX

username phisadmin password XXXXXXXXX privilege 15
vlan 10,20,30

clock timezone " " +8
clock source sntp

sntp unicast client enable
sntp unicast client poll
sntp server 10.41.28.10 poll

ip dhcp snooping
ip dhcp snooping vlan 20
ip dhcp snooping vlan 30

ip ssh server
spanning-tree priority 24576

int range GE 1/1/1-3
switchport mode access
switchport access vlan 20

int range GE 1/1/13-15
switchport mode access
switchport access vlan 20

int range GE 1/1/4-12
switchport mode access
switchport access vlan 30

int range GE 1/1/16-23
switchport mode access
switchport access vlan 30

int range GE 1/1/24-28

switchport mode trunk

switchport trunk allowed vlan add 10,20,30
ip dhcp snooping trust

spanning-tree cost 10000

spanning-tree port-priority 112

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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int GE 1/24
description "Uplink To Facility Core Switch"

int vlan 10
ip address X.X.X.XVY.Y.Y.Y
name management

int vlan 20
name server

int vlan 30
name user

ip default-gateway X.X.X.X
wr me

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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2.4.2 Cisco SG300-28

The following table show Standard Configuration for SG300 (Flat VLAN) using CLI command.

config t
hostname DSW-XXX-DNIXXXXXXXXX
username phisadmin password XXXXXXXXX privilege 15

clock timezone " " +8
clock source sntp

sntp unicast client enable
sntp unicast client poll
sntp server 10.41.28.10 poll

ip dhcp snooping
ip dhcp snooping vlan 1
ip ssh server

int range GE 1-24
switchport mode access

int range GE 25-28

switchport mode trunk

ip dhcp snooping trust
spanning-tree cost 10000
spanning-tree port-priority 112

intvlan 1
ip address X.X.X.XY.Y.Y.Y

ip default-gateway X.X.X.X
wr me

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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The following table show Standard Configuration for SG300 (VLAN) using CLI command.

config t

hostname DSW-XXX-DNIXXXXXXXXX

username phisadmin password XXXXXXXXX privilege 15
vlan 10,20,30

clock timezone " " +8
clock source sntp

sntp unicast client enable
sntp unicast client poll
sntp server 10.41.28.10 poll

ip dhcp snooping

ip dhcp snooping vian 20
ip dhcp snooping vian 30
ip ssh server

int range GE 1-3
switchport mode access
switchport access vlan 20

int range GE 13-15
switchport mode access
switchport access vlan 20

int range GE 4-12
switchport mode access
switchport access vlan 30

int range GE 16-24
switchport mode access
switchport access vlan 30

int range GE 25-28

switchport mode trunk

ip dhcp snooping trust
spanning-tree cost 10000
spanning-tree port-priority 112

int vlan 10
ip address X.X.X.XY.Y.Y.Y
name management

int vlan 20
name server

int vlan 30
name user

ip default-gateway X.X.X.X
wr me

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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2.5 Troubleshooting

Part LED Status Possible Cause Recovery Procedure
Master LED | Green (Lights | N/A No action necessary.
(SG500-28 | steady) to use
Only) LED Off - Stacking not using | e If the stacking function not
- Not Function use, No action necessary to
use
e Try to check Cable or Switch
that been configured as slave.
Fan LED Green (Lights | N/A No action necessary.
steady) to use
Green (Blinks) | Fan Failure Swap with new switch and the old
one sent to vendor for repairing.
System Green (Lights | N/A No action necessary.
LED steady) to use
LED flashes N/A No action necessary.
to use
LED flashes hardware failure Swap with new switch and the old
Amber one sent to vendor for repairing.
Stack ID Green (Lights | N/A No action necessary.
LED steady) to use
(SG500-28 | LED off - Not Using o Ifitis “Not Using”, no action
Only) - Link Down / Switch should be taken.
Down e Tryto check connected Cable
Link/Act Green (Lights N/A No action necessary.
LED steady) to use
Green N/A No action necessary.
(Flashes) to use
LED off Dlalvr\],ﬁ Down / Switch e Tryto check Ca_ble or Switch
that connected into that port.
Gigabit LED | Green (Lights N/A No action necessary.
steady) to use
e If not using, No action
LED Off - Not Usin_g necessary to use
- Connection Down | ¢ Try to check Cable or Switch
that connected into that port.
SFP LED Green (Lights N/A No action necessary.
(SG500-28 | steady) to use
Only) Green N/A No action necessary.
(Flashes) to use
e If not using, No action
LED Off - Not Usin'g necessary to use
- Connection Down | ¢ Try to check Cable or Switch
that connected into that port.
MiniGBIC Green (Lights N/A No action necessary.
(SG300-28 | steady) to use
Only) Green N/A No action necessary.
(Flashes) to use

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3 Access Point - Cisco Aironet 1141 & Aironet 1602i & Dlink DWL-6600AP1

3.1 Overview of Cisco Aironet 1141 & Cisco Aironet 1602i

Antenna Internal

Connectivity Technology Wireless

_ _ IEEE 802.11b, IEEE 802.119,
Data Link/Wireless Protocol

IEEE 802.11n
Frequency Band 2.4 GHz
Security Support WPA, TKIP, WPA2, PEAP, AES, TLS, TTLS

802.11b: 1, 2, 5.5, 11Mbps
Data Transfer Rate 802.11g: up to 54Mbps
802.11n: up to 150Mbps

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3.2 Features of the Cisco Aironet 1141 & Cisco Aironet 1602i

3.2.1 Cisco Aironet 1141 Front View

LED

o“""“
c15¢0 !

.

3.2.2 Cisco Aironet 1141 Rear View

Console

Button PowerPort

LAN Port

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3.2.3 Cisco Aironet 1602i Front View

LED

3.2.4 Cisco Aironet 1602i Rear View

Mode
Button Console LAN Port Power Port

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3.3 LED Status of Cisco Aironet 1141 & Cisco Aironet 1602i

(Ph[S

Message type

Status LED

Message Meaning

Boot Loader Status Sequence

Blinking green

e DRAM memory test in

progress
e DRAM memory test OK

e Board initialization in
progress

e |Initialization FLASH file
system

¢ Flash memory OK test
¢ initialization Ethernet

e Ethernet OK

e Starting Cisco I0S

¢ Initialization Successful

Normal operating condition, but

Operating Status

Green ) ) .
no wireless client associated
Association Status Normal operating condition, at
Blue least one wireless client
association
Blinking blue Software upgrade in progress

Cycling through green, red,
and amber

Discovery/join
progress

process in

Rapidly cycling through blue,
green and red

Access Point location

command invoked

Blinking red

Ethernet link not operational

Boot loader errors

Red

DRAM memory test failure

Blinking red and blue

FLASH file system failure

Blinking red and off

e Environment variable failure
e BAD MAC address

e Ethernet failure
image recovery

e Boot environment failure
¢ No Cisco image file
e Boot failure

during

Cisco 10S failure

Red

Software
disconnecting
reconnecting power unit

failure; try
and

Cycling through blue, green,
red and off

General Warning; insufficient
inline power

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3.4 Overview of Dlink DWL-6600APA1

Category Specification

Wi-Fi Interface 802.11a/b/g/n 2.4/5.0 GHz

LAN Interface 10/100/1000 Gigabit Ethernet

Console RJ-45

Antenna 2x2 MIMO embedded antenna with 4 external

antenna connectors

Power Method IEEE 802.3af Power Over Ethernet or external
power adapter

Wireless Frequency 802.11n: 2.4 to 2.497 GHz and 4.9 t0 5.85 GHz
802.11b/g: 2.4 to 2.4835 GHz

802.11a: 5.15 to 5.35 GHz and 5.725 to 5.825
GHz

Data Transfer Rate 802.11n: 6.5 Mbps-130 Mbps (20 MHz), 6.5
MHz-300 Mbps (40 Mbps)

802.11a/g: 54, 48, 36, 24, 18, 12, 9, and 6 Mbps
802.11h: 11, 5.5, 2 and 1 Mbps

Wireless Security WEP

Dynamic WEP

WPA Personal/ Enterprise
WPAZ2 Personal/ Enterprise

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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3.5 Features of Dlink DWL-6600APA1

3.5.1 Dlink DWL-6600APA1 Front View

Power 5GHz LED
LED LAN 2.4GHz
LED LED

3.5.2 Dlink DWL-6600APA1 Rear View

Reset Int/Ext
Button Antenna
Change Button

3.5.3 Dlink DWL-6600APAL1 Side View

LAN(PoE) Power
Por Receptor

Consol

a Dart

5GHz
External
Antenna

2.4GHz
External
Antenna
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3.6 LED Status of Dlink DWL-6600APA1

LED Name | LED Message
Color/Status
POWER Red access point is boot-up
Green access point is ready
LAN Lit device’s ethernet port is connected to an
active router or switch
Blink there is traffic going through the port
2.4 GHz Lit access point is operating at 2.4GHz
Blink there is wireless traffic
5 GHz Lit access point is operating at 5GHz
Blink there is wireless traffic

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
PhlS_CPS/ H_T.MANUAL_NETWORK-1.4

Page 20



PhIS & CPS Project
Training Manual — Network Module

L
3 [
N
L i LI P

3.7 Network Equipment Configuration

3.7.1 Cisco Aironet 1141 & Cisco Aironet 1602i

The following table show summary of Cisco AP configuration

IP, Subnet, Gateway & Hostname

Vlan

Encryption Mode

SSID & Password Key

Username & Password (Management Access)
Radio

D OB W N P
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Part 1: Configure IP, Subnet, Gateway & Hostname

el
CISCO HOME NETWORK ASSOCIATION WJIRELESS SECURITY SERVICES
Home Hostname AP-001-FGL1832X1ND
Summary Network Configuration
v |Easy Sctup| a ——
| Network Conhguration | ST |Ap 001-FGL1832X1ND
: Server Protocol: DHCP & StaticIP
Network Assistant 1P Address: 10.127.116.46
Step 1 255.255.252.0
Go to Home > Easy Setup > Network Configuration 10.127.116.10
DHCP | ) Autoconfig Static IP
Step 2
Insert Hostname, IP, Subnet, Default Gateway (X=X=X=X==X/<0-128>])
Step 3 ]
Click Apply

defaultCommunity
® Read-Only Read-Write

| Apply | | Cancel |

Part 2: Configure VLAN

"Il'll" Saye Configuration Ping Logout Ref
CISCO HOME NETWORK ASSOCIATION WJRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Services Hostname AP-001-FGL1832X1ND AP-001-FGL1832X1ND uptime is 2 weeks, 3 days, 5 hours, 52 minutes
Telnet/SSH
Hot standby
Global VLAN Properties
copP
DNS Current Native VLAN: VLAN 1
Al Assigned VLANs
HTTP
Qos Current VLAN List | Create VLAN Define SSIDs |
Stream [[< NEW
VLAN 1
SNMP [ vianio: 1 | (1-4094)
SHIE VLAN Name (optional):

ARP Caching ¢ Native VLAN

Delete
Band Select l ‘ Enable Public Secure Packet Forwarding
Auto Config ¥ Radio0.802.11N24GHz

4 Radio1-802.11N%6Hz

Step 1
Go to Services > VLAN > Assigned VLANSs > Insert [ CAopiy | Cancel
New VLAN ID (if applicable)

Step 2
Select Native VLAN & both 2.4, 5 Ghz radio.

Step 3
Click Apply
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Part 3: Configure Encryption Mode

-lll-lll. Saye Conhigurat

CISCO HOME NETWORK ASSOCIATION WJRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Security
Hostname AP-001-FGL1832X1ND AP-001-FGL1832X1ND uptime is 2 weeks, 3 da
Admin Access

| Encryption Manager| Security: Encryption Manager

SSID M :
ot Set Encryption Mode and Keys for VLAN: [1v]
Server Manager

AP Authentication
Intrusion Detection
Local RADIUS Server

Advance Security

None

WEP Encryption Optional »
Cisco Compliant TKIP Features: Enable Message Integrity Check (MIC)

Step 1

AESCCMP+TKIF ¥ | Go to Security > Encryption Manager > Encryption
Modes > Select VLAN (if applicable)

Step 2
Select Cipher - AES CCMP + TKIP

Step 3
Click Apply

Part 4. Configure SSID

nlllollh Saye Configuration
CIsco HOME NETWORK ASSOCIATION WJIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG
Security
Hostname AP-001-FGL1832X1ND AP-001-FGL1832X1ND uptime is 2 weeks, 3 days, §
Admin Access
Encryption Manager Security: Global SSID Manager
SS1D Propertes

Server Manage
Aol Current SSID List
AP Authentication

e—].
e e < NEW > | ~ SSID: PhISHTM [
VLAN: 1

Local RADIUS Server

v I Define VLANS

Advance Security Backup 1:|
Backup 2:
- Backup 3:
Band-Select: Band Select
Step 1 Interface: ¢ Radio0-802.11N24GH=
n i SGHz
Go to Security > SSID Manager > Create new ¥ Radio1-802.11N
SSID Network ID: | (0-4096)

Step 2
Select VLAN (if applicable)

Step 3
Select Interface - Both 2.4 & 5 Ghz
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Client Authenticated Key Management

|Key Management: Mandatory ¥ CCKM ¥/ Enable WPA | WPAv2 v

|W'PA Pre-shared Key: - ® ASCII Henrndecined

Guest Mode/Infrastructure SSID Settings

Radio0-802.11N246Hz;

Set Beacon Mode: * Single BSSID Set Single Guest Mode SSID: | PhISHTM »
Multiple BSSID
SetInfrastructure SSID PhISHTM v | # Force Infrastructure Devices 1o associate only to this SSID

Radio1-802.11N%5Hz;

Set Beacon Mode: ® Single BSSID  SetSingle Guest Mode SSID: | PhISHTM »
Multiple BSSID
Setinfrastructure SSID: PhISHTM = | ¢ Force Infrastructure Devices 10 associate only to this SSID
L Step 4
Select Key Management - Mandatory, Enable WPA
with WPAV2 Step 6
Click Apply

Step 5
Insert SSID pass key
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Part 5: Enable radio

CiISsCO HOME NETWORK ASSOCIATION WIRELESS SECURITY SERVICES SOFTWA
NETWORK fi RADIO0-802.11N*- |l DETAILED STATUS  |= SETTINGS i
E STATUS = = =
v NETWORK MAP Hostname AP-017-FGL1903X8MD AP-017-FGL1903X8MD u
Summary
Ad)acent Nodes
vl NETWORK lNTERFACEI Network Interfaces: Radio0-802.11N24GHz Settings
Summary
IP Address Operating Mode: Mixed
GigabitEthernet Enable Radio: ® Enable | @ Disable
Radio0-802.11n 2G.Hz
Radio0-802.11n 5G.Hz Current Status (Software/Hardware): Enabled 1t upft
Role in Radio Network: ® Access Point
Step 1 Access Point (Fallback to Radio Shutdown)
Go to Network > Network Interface > Radio Access Point (Fallback to Repeater)
Repeater
Step 2
Enable radio
Step 3
Apply

Part 6: Enable SSH

Saye Configuration  Ping

HOME NETWORK ASSOCIATION WJIRELESS SECURITY SERVICES MANAGEMENT SOFTWARE EVENT LOG

Services
Hostname AP-001-FGL1832X1ND AP-001-FGL1832X1ND uptime is 2 weeks, 3 days, 6 ho
s Services: Telnet/SSH
copP
DNS ITelnel: o Enable ® Disable |
Filters
HTTP Terminal Type: ® Teletype O ANSI
QoS ) i
Columns: DISABLED (64-132)
Stream
SNMP Lines: DISABLED | (0-512)
SNTP
VIAN Secure Shell Configuration
ARP Caching Secure Shell: ® Enable Disable
Band Select
Auto Config System Name: AP-001-FGL1832X1ND
Domain Name: AP-001-FGL1832X1ND
RSA Key Size (optional): (360-2048 bits)
Step 1 Step 3
Go to Services > Telnet/SSH Apply
Step 2
Disable Telnet & Enable Secure Shell State Dosinai
_
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3.7.2 Dlink DWL-6600APA1

The following table show summary of Dlink AP configuration

NTP

1
2
3
4

Part 1: Configure IP, Subnet, Gateway & Hostname

* Access Point
¥ Basic Settings

& Status

= Manage |

IP, Subnet, Gateway & Hostname

Configure VAP (SSID)
Configure Cluster

Configuration

Hostname

WAP-001-R8101DA000253

Internal Interface Settings
MAC Address

S0:94:E4:9C:B%:00

AWNS

= Ethemet Management VLAN ID 1
2 Wireless Untagged VLAN ® Enabled ' Disabled
Settings Untagged VLAN ID 1
=2 Dadin
(SBtef 1H M Eth t Setti Stabe IP T
o to Home > Manage > Ethernet Settings
g g Step 3 10 .38 |.l118 |.[39
Click Apply
Step 2 255 |.|255 |.|252 |.|O
Insert Hostname, IP, Subnet & Default Gateway 10 138 116 10

I [T
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Part 2: Configure NTP

System Time (24 HR) Fri Dec 31 1999 12:21:02 MST
Set System Time | @ Using Network Time Protocol (NTP) |
) Manually
NTP Server 10.41.28.10
Time Zone Malaysia v

Adjust Time for Daylight Savings

Step 1
Click "Apply™ to save the new settings. Go to Home > Services > Time Settings (NTP)

Step 2

Select Using Network Time Protocol (NTP)

Step 3
Insert ‘'10.41.28.10" in NTP Server

Part 3: Configure VAP (SSID)

Global RADIUS server settings
RADIUS IP Address Type: ® 1pv4 IPV6

RADIUS IP Address: 10.90.90.1

RADIUS IP Address-1:
RADIUS IP Address-2: Step 1

RADIUS IP Address-3: Go to Home = Manage > VAP
RADIUS Key: sesssses

RADIUS Key-1:
RADIUS Key-2: Step 2
RADIUS Key-3: Insert VLAN ID, SSID, Security, WPA Version,

Enable RADIUS accounting Cipher Suites
¥ Enable RADIUS Failthrough

Radio |1 ¥ |
VAP Enabled N Broadcast SSID Secu MAC Auth Type Redirect Mode

WPAVersions: < WPA ¥ WPA2
Cipher Suites: ¥ TKIP ¥ CCMP (AES)

Key: | ]

Broadcast Key Refresh Rate (Range: 0-86400) 300
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Part 4: Configure Cluster

D-Link Wirele

Configuration = 2] Logout

: Access Point

i#8asic Settings
& @ status 3 _ » ¥
g This access point is operating in stand-alone mode...
@ Manage : PO D opEE 0
& ﬁSe : This access point is operating in stand-alone mode, and is not managed as part of a cluster. You can choose to manage
; =2 rvices this access point as part of a cluster. To do this, press the “start clustering” button below.
& SNMPV3 -
i
& Maintenance —
& @ Client QoS Step 1
S} Go to Home > Cluster
= Access Points Clustering Options... Step 2
& Sessions 5 Insert Location, Cluster Name
Enter the location of this A
2 Channel - 3
Management Location: Ward8L
= \'\:"ife:fssrh Enter the name of the cluster for this AP to join.
eighborhood Cluster Name: C3
Clustering IP Version: IPv6 ® IPv4 Step 3

i ) Click Start Clustering
“Apoly™ to save the new settings.
Apply
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¥ Basic Settings
= 8 Status
& ¥ Manage
= ¥ Services
- SNMPV3
= Maintenance
= @ Client QoS
=@ Cluster
= Access Points
& Sessions
2 Channel
Management

= Wireless
Neighborhood

PhIS & CPS Project

Training Manual — Network Module

Configuration

Access Points...

btatus: Clustering is online...

Ward3R 90:94:E4:9C:CC:CO
Ward8C 90:94:E4:9D:02:00
Ward3L 90:94:E4:9D:5A:80
WardSR 90:94:E4:9C:D1:40
Ward8R 90:94:E4:9C:E0:80
Ward3AL 90:94:E4:9C:FC:CO
Ward4L 90:94:E4:9C:F6:00
Ward4R 90:94:E4:9C:FE:CO

“Location MAC Address 1P Address
10.138.118.43
10.138.118.56
10.138.118.44
10.138.118.58
10.138.118.55
10.138.118.45
10.138.118.47
10.138.118.46

| Stop Clustering

Clustering Options...

Location: Ward8R
Cluster Name: C3
Clustering IP Version: 1PV6

1Pva
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3.8 Troubleshooting

Access Point Power Cable Damage

Access Point Dowri No Electricity
10S failure

**Reminder
If there is Red color on LED, it means that the Access Point is having problems. The easiest way is to
reboot the access point.

From user site, it is compulsory to re-check entered password and SSID; make sure the password and
SSID is correct. Alert if the password is case sensitive.

Problems Causes Solution

Accessing Wi-Fi is Enter correct password

Wrong password

denied
Cannot access Wi-Fi | Wireless disable Enable wireless option
Wireless icon: e Please Enter the correct IP Address

Static or DHCP issue (Static IP issue)

i’ ! *: OR X AP not up/problem e Reboot PC or laptop /

e Power on AP / check PoE injector (AP
not up)

The 169.xx address range is | Test by using static IP.
usually self-assigned by the
device when it fails to receive a
DHCP address

iPad received an
unknown IP
(e.g. 169.x.X.X)

If using static IP success, check on DHCP
server (DHCP issue, etc)
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4 Wireless Bridge NanoStation M5

4.1 NanoStation M5 Hardware Overview

SR
o J o NN
L i I{-’---J
NanoStation 24V PoE Power Cord Mounting Ties

Adapter (Qty. 2)

Secondary
Ethernet
Port

Note: The Secondary Ethernet Port is included on NanoStation M5. It is capable of 24V Power over
Ethernet (POE) output, which can provide power to a secondary device. It can be enabled using the airOS
Configuration Interface.
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NanoStation M5

Dimensions

294 x 30 x 80 mm

Weight

0.4 kg

Operating Frequency

5170 — 5875 MHz

Gain

16 dBi

Maximum Power Consumption

8W

Power Supply

24V, 0.5A PoE Adapter Included

Power Method

Passive PoE (Pairs 4, 5+; 7, 8 Return)

Mounting

Pole-Mounting Kit included

Networking Interface

TWO (2) 10/100 Ethernet Ports

Operating Temperature

-30to 75 DC

Operating Humidity

4 95% Condensing
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Device Name:

WB-001

Network ldode: Bridge
I Wireless hode: Access PuthDSI

Hidden SSID
Security:
Version:

Uptime:
Date:

ChannelFrequency:
Channel VWidth:
Distance:

TX/RX Chains:
WLAND MAC

LAND MAC

LANT MAC

LAND f LAN1

Monitor

ubnt-4A63
WPAZ-AES

v5.5.6

21:33:54
2013-05-29 23:28:49

56/ 5280 MHz

40 MHz (Lower)

0.1 miles (0.2 km)

prhvd

24 A43C.TEAAB3
24AL3CTRAABS
28:AL3CTF4AB3
100Mbps-Full / Unplugged

AP MAC:
Connections:
Moise Floor:
Transmit CCQ:

airkl 4
airMAX Quality:
airMAX Capacity:

airSelect:

24.A4:3C.TE4AE3
1

-89 dBm

97.3 %

Enabled
92 %
78 %

Disabled

Throughput | Stations | Interfaces | ARP Table | Bridge Table | Routes | Log

WLAND

—

LR N~ 0000 —

W R Obps

Bl TX: 9.50kbps

LAND

M| RX: 14.2kbps
B T 126kbps

s
AR COO N A& oo

ozt T wa Toonwetess Tonerwone Taouascen T senves, T svorew - 4 [

WB-002

ubnt-4A63
WPAZ-AES

v5.5.6

06:15:00
2013-05-29 08:09:54

56 /5280 MHz

40 MHz (Lower)

0.1 miles (0.2 km)

2

24:A&3CTE4B:6F
24.A4:3C.TF 4B:6F
26.A4:3C.7F 4B:6F
100Mbps-Full / Unplugged

AP MAC:

Signal Strength:
Horizontal / Vertical:
Noise Floor:
Transmit CCQ:
TH/RX Rate:

airlAX:

airMAX Priority:
airMAX Quality:
airMAX Capacity:

24:A43CTE4AB3
-40 dBm
-41/-43 dBm

-89 dBm

98.7 %

270 Mbps / 270 Mbps

Enabled

None
EEEETTETTENEEET |89 %
L I — L

Throughput | AP Information | Interfaces | ARP Table | Bridge Table | Routes | Log

WLAND

Status
Device Name:
SSID:
Security:
Version:
Uptime:
Date:
ChannelFreguency:
Channel Width:
Distance:
TX/RX Chains:
WLAND MAC
LAND MAC
LAN1T MAC
LAND / LANT
Monitor
30
25 | RX: 18.4kbps
B T 12.1kb
20§ =
15
10
5
kbps 0
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4.4 Network Equipment Configuration

The following table show summary of Wireless Bridge configuration

IP, Subnet & Gateway
Wireless Mode

NTP

Hostname

A TWN P

Part 1: Configure IP, Subnet & Gateway

NanoStation Mo NanoStation Mo

NETWORK | ADVANCED SERVICES

€] Network Role

Network Mode: Brdge =

Disable Network: None =

B) Configuration Mode

For Unit 1

[ Y stnuine A raosucr © Copyright 2006-2013 Ubiui Networks, Inc [ W etnwine A rmosucr

For Unit 2

Step 1
Go to Network > Management Network Settings

Step 2
Select Static and Insert Hostname, |IP, Subnet,
Default Gateway

Step 3
Click Change
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Part 2: Configure Wireless Mode

NanoStation Mo

For Unit 1:
Access Point

Step 1 Step 4
Go to Wireless > Basic Wireless Settings Go to Wireless Security > Security. Select WPA2-AES.
Then go to WPAAuthentication > Select PSK. Then go
Step 2 to WPA Preshared Key > Insert password key.
Go to Wireless Mode > Select Access Point
Step 6
Step 3 Click Change

Go to SSID = Insert SSID.

NanoStation M5

For Unit 2:
Station
a
Step 1 Step 4
Go to Wireless > Basic Wireless Settings Go to Wireless Security > Security. Select WPA2-AES.
Then go to WPAAuthentication > Select PSK. Then go
Step 2 to WPA Preshared Key > Insert password key.
Go to Wireless Mode > Select Station
Step 5
Step 3 Click Change
Go to SSID > Select SSID configured in Unit 1
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Part 3: Configure NTP
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[zl Jowinetess Jonerwonk Joaovanceo ] scrvices [oosvsmem e L o)

(Ph[S

Ping Watchdog L ) SNMP Agent
Ping Watchdog: [] Enable SNMP Agent: (V] Enable
IP Address To Ping: SNMP Community:
Ping Interval: |300 seconds Contact: PLSB
Startup Delay: | 300 seconds Location: HDOK
Failure Count To Reboot.: |3
Save Support Info:
Web Server SSH Server
Web Server: [¥] Enable SSH Server: [V] Enable
Secure Connection (HTTPS): [¥] Enable Server Port: 22
Secure Server Port: 443 Password Authentication: [¥] Enable
Server Port: 80 Authorized Keys:
Session Timeout: 15 minutes
Telnet Server NTP Client
Telnet Server: [] Enable NTP Client: [V] Enable
Server Port: |23 NTP Server: 10.41.28.10
Step 1 Step 3
Go to Services > NTP Client Click Change
Step 2
i v 5 &
Click Enable and Insert “10.41.28.10' in NTP
Server
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Part 4: Configure Hostname

[l Towneess Tovemwor Joaovavcen [seavcesy] svsten e L]

Firmware Update

Firmware Version: XW.v5.6.15 Upload Firmware: No file selected.

Build Number: 30572

Check for Updates: [V] Enable || Check Now

Device ~ Date Settings
Device Name: WBR-001 Time Zone: (GMT+08:00) Beijing, Pert +
Interface Language: English - Startup Date: [] Enable
Startup Date:

Step 1

Go to System > Device. Insert Hostname.

Step 2

Click Change
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5 Common Issue & Resolution

The following table show summary of common issue encountered in PhlS and how to resolve it.

\[e} Common Issue

PC received IP 169.254.x.x
Switch/Port Faulty

Network Looping

IP Conflict

Rogue DHCP Server
Network Flood

STP Issue

~N o ok~ WDN P

Issue 1: PC received IP 169.254.x.xx IP

Description:

PC received DHCP IP from APIPA when there is no DHCP server available. May due to DHCP Server is
down or switch BB/Uplink issue.

Resolution:
Get DHCP Server to be online/up, change BB/Uplink switchport, replace switch, repair BB cable.

General
|
Connection [ Network Connection Details
IPv4 Connectivity?
IPv6 Connectivityd | Network Connection Details:
IH Media State: P Value
Duration: Connection-specific DN...
Speed: Description Realtek PCle GBE Family Controller
Physical Address 3C-§7-0E-SE-6D-F6
DHCP Enabled Yes
Autoconfiguration IPv4 ... 169.254.75.183
IPv4 Subnet Mask 255.255.0.0
Activity B |Pv4 Default Gateway
IPv4 DNS Server
IPv4 WINS Server
NetBIOS over Tepip En...  Yes
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Issue 2: Switch/Port Faulty

Description:
Physical scenario of faulty switch/port based on switch LED.

Resolution:
Replace switch or change switchport.

System LED OFF
Port LED ON

System LED OFF
Port LED OFF

System LED OFF
Port LED ON

System LED ON
Port LED ON
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Issue 3: Network Looping

Description:
Loop (multiple links between two endpoints). Endpoints can be between two network switches or two ports
on same switch connected to each other. Caused broadcast storm in every switchport.

Resolution:
Trace offended port in switch log or check physically cable at switch & disconnect it.

C:\PuttyLog\10.195.95.116-20181017-141343.txt (4 hits)
ILine 16: DSW-007-DNI1%92607SH#sh systel7-Oct-2018 14:10:21 $STP-W-PORTSTATUS: gi2é6: SEP status Blocklngl
Tine 215: 17-0Ct-2018 14:10:21 :$S5I1P-W-PORISIATUS: gi2e: STP status Blocking
Line 2549: 12-0Oct-2018 11:59:19 :$STP-W-PORTSTATUS: gi26: STP status Blocking
Line 2557: 12-0Oct-2018 11:39:03 :$%STP-W-PORTSTATUS: gi26: STP status Blocking
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Issue 4: IP Conflict

Description:
PhIS Server IP is used by existing/unknown device. Caused PhIS inaccessible or intermittent access.

Resolution:
Trace & isolate conflicted device from network or change device IP.

System name: CN298()|

MINISTRY OF HEALTH, MALAYSIA
| CLINIC PHARMACY SYSTEM

KLINIK KESIHATAN

Current IP address: 10. .111.12
Ethernet base MAC address: 2C:41:38:28:E5:D5
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Issue 5: Rogue/Unauthorized DHCP Server

Description:

(Ph[B

Rogues DHCP Server is unauthorized/illegiti
_ gitimate DHCP server connected to network. P i
received unknown DHCP pool from Rogue DHCP Server. Caused PhIS inaccessiblg s pewl

Resolution:

Identify & isolate rogue device from network or disable dhcp server in device configuration

Connection—s

D iption . . -
sical Address

DHCP Enabled

ﬂutn(nnt1qu1allun In:blld

Link-local IPu6 Address

[Pu4 Address. 2 -

Subnet Mask . .

Lease Obtained.

Lease Expires

Default Gateway

DHCP Server . . -

DHCPu6 IAID .

DHCPu6 Client DUlD.

DNS Servers -
NetBIOS over Tcp1p

iEthegngEﬁgggppgr UlrtualBox H0°t

Intel(R> Ethernet Connection 1217-U
p8-CB-8A-6A-1E-F6

:c4d8:8114:408d: 869cz11(Preferred)
2 b8 a. SU(Plcfekxed)

. Thut“dag Nouﬁmber 22, 2018 12:09:42 PH

: Thursday, November 22, 2018 12:18:42 PM

: 192.168.@.5@

: 192.168.08.50

: 249088906

= GB~81~83—81—1F~27—7R—3D—DS—CB—80—69—1E—F6

192.168.0.50

: Disabled
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Issue 6: Network Flood - Scenario 1

Description:

Network flooded with SYN(TCP 445) Packets that may caused traffic congestion. TCP 445 is used for
Server Message Block(SMB) protocol to provide shared access to files, printers, etc.
Ransomware(Wannacry) is using same port.

Resolution:
Identify & isolate offended machine from network.

No. Exact Time Source Destination Protocol Destination Port Source Port Info “
799289  11:21:06.492388| 10.61.149.49 2.131.243.174 T a5 63744 63744 » 445 [SYN] Seq=0 Win=8192 L.
799292 11:21:06.492903 ] 10.61.149.49 91.167.61.113 h<d 445 63747 63747 = 445 [SYN] Seq=® Win=8192 L.
799293 11:21:06.493492| 10.61.149.49 72.196.155.78 o 245 63748 63748 + 445 [SYN] Seqe® Wines192 L. |
799294 11:21:06.494472) 10.61.149.49 141.171.222.48 cc:3e:5F:6f:5bieb TP 445 63750 63750 + 445 [SYN] Seq=@ Win=8192 L.
799297 10.61.149.49 130.8.237.220 e 445 63755 63755 445 [SYN] Seq=0 Win=8192 L.
799300 10.61.149.49 129.97.58.53 e a5 63757 63757 + 445 [SYN) Seq=0 Win=8192 L.
799751 10.61.149.49 10.132.50.151 TP aas 63045 63045 = 445 [SYN] Seq=0 Win=8192 L.
800654 10.61.149.49 10.132.50.152 Tcp 445 63046 63046 + 445 [SYN] Seqed Win=8192 L.
800655 10.61.149.49 10.132.50.139 cc:3e:5f:6f:Sbieb Tep 445 61662 61662 = 445 [SYN] Seqe® Wine=8192 L..
800656 10.132.50.138 (< aas 61610 61610 = 445 [SYN] Seq=@ Win=8192 L.
800661 10.61.149.49 135.146.158.179 TP 445 63762 63762 + 445 [SYN] Seq=@ Win=8192 L.
800672 10.61.149.49 156.56.49.207 TP ass 63769 63769 » 445 [SYN] Seq=@ Win=8192 L.
800673 10.61.149.49 77.177.215.2 P 235 63770 63770 = 445 [SYN] Seq=0 Win=8192 L.
800674 10.61.149.49 56.178.24.212 cc:3e:5fi6f:Sbieb TR 445 63771 63771 = 445 [SYN] Seqe® Winw8192 L.
800677 10.61.149.49 3.207.206.60 T 245 63780 63780 + 445 [SYN] Sequ0 Win=8192 L.
804724 10.61.149.49 105.89.20.222 Tce 445 63902 63902 + 445 [SYN] Seq=0 Win=8192 L.
804725 10.61.149.49 132.214.181.20 e aas 63911 63911 » 445 [SYN] Seq=@ Win=8192 L.
804726 10.61.149.49 113.196.36.97 e a5 63912 63912 » 445 [SYN] Seq=0 Win=8192 L.
824133 10.61.149.49 93.35.251.150 cc:de:Sfi6f:Shieb TP 44as 50380 50380 = 445 [SYN] Seqed Win=8192 L..
824158 10.61.149.49 145.241.207.168 e 245 50384 50384 + 445 [SYN] Seqed Win=8192 L.
824159 11:21:19.829823) 10.61.149.49 63.5.34.48 TP 445 50388 50388 + 445 [SYN] Seq=d Win=8192 L.
824160  11:21:19,830379| 10.61.149.49 129.43.187.82 e aas 50389 50389 + 445 [SYN] Seq=0 Win=8192 L.
824172 11:21:19.844515| 10.61.149.49 29.179.83.167 Tce 445 50397 50397 =+ 445 [SYN] Seq=@ Win=8192 L.
824173 11:21:19.845201] 10.61.149.49 167.84.9.94 cc:3e:5F:6F:5beb | TCR aas 50398 50398 = 445 [SYN] Seq=0 Win=8192 L.
824174  11:21:19.845988 10.61.149.49 99.50.41.108 c» a5 58400 50400 + 445 [SYN] Seqed Win=8192 L.
875903 11:22:11.276880) 10.61.149.49 83.202.215.122 Tce 445 62372 62372 + 345 [SYN] Seq=@ Win=8192 L.
875904 11:22:11.277906 | 10.61.149.49 83.251.169.62 TP 445 62376 62376 + 445 [SYN] Seq=@ Win=8192 L.
875905 11:22:11.278470) 10.61.149.49 176.59.207.111 TP 445 62377 62377 + 445 [SYN] Seq=@ Win=8192 L.
875906  11:22:11.278966| 10.61.149.49 135.219.87.59 e 445 62379 62379 + 445 [SYN] Seq=@ Win=8192 L.
875922 11:22:11.292386) 10.61.149.49 195.119.241.6 TP 445 62391 62391 = 445 [SYN] Seq=® Win=8192 L.
875923  11:22:11.203317| 10.61.149.49 134.43.103.254 T a5 62304 62394 = 445 [SYN] Seqed Win=8192 L.
875943 11:22:11.307525) 10.61.149.49 172.18.237.158 TCce 445 61759 61759 + 445 [SYN] Seqe=0 Win=8192 L.
875966 11:22:11.338712) 10.61.149.49 172.18.237.159 TCce 445 61786 61786 =+ 445 [SYN] Seq=@ Win=8192 L.
876176  11:22:11.385888| 10.61.149.49 172.18.237.174 e 445 62395 62395 + 445 [SYN] Seq=® Win=8192 L. -

@7 s Packets: 1121419 * Displayed: 1121419 (100.0%) * Load tme: 0:12.784 || Profie: New profle

Note: captured packets using third party software (Wireshark)
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Issue 6: Network Flood - Scenario 2

Description:
Network flooded with ICMPv6 Packets (Multicast Listener Report) that may caused traffic congestion.

Resolution:
Identify & isolate offended machine from network.
Name: C twork Team' foider u
. Trme Source Destraton Protocol  Length Info o S e \Pesktopew folder\Capt
1 0.000000 fe80::c23f:d5ff: fefc:297¢ ICwve Listener Report | & | pormas: Wrreshark/... - pcapng
2 0.000009 fe80::c23f:d5Ff : fefc:290f I0%v6 Multicast Listener Report Encapsulaton: Ethernet
3 0.000012 feB0::c23f:d5Ff:fefc:28af ICPve Multicast Listener Report
4 0.000016 fe80::c23F:d5fFF:fefc:297¢ ICPvE 86 Multicast Listener Report Time
5 0.000020 fe80::c23f:d5ff:fefc:290f IO®VvE 86{Multicast Listener Report First packet: 201708-21 15:25:52
6 0.000023 fe80::c23f:d5Ff: fefc:28af IOV Multicast Listener Report Last packet: 2017-08-21 15:26:06
7 0.000029 feB0::c23f:d5FfF:fefc:297¢ IwvE 86{Multicast Listener Report Hapsed: 00:00:13
8 0.000033 fe80::c23f:d5ff: fefc:290f IOwvE Multicast Listener Report
9 0.000358 fe8@::c23f:d5ff:fefc:28af IOWvE Multicast Listener Report Capture
10 0.000367 fe80::c23f:d5Ff:fefc:297¢ 1I0wvE Multicast Listener Report Herdwere: Inted(R) Core(TM) i3-4150T CU @ 3.00GHz (with 54
11 0.000371 fe80::c23f:d5Ff: fefc:290f IO®ve Multicast Listener Report 0s: 64-it Windows 7 Service Pack 1, buid 7601
12 0.000375 fe8@::c23f:d5Ff: fefc:28af IC9PvE Multicast Listener Report Applcation: Oumpcap 2.4.0 (v2.4.0
13 0.000378 fe80::c23f:d5fFf:fefc:297e IOWvE Multicast Listener Report
14 9.000381 fe80::c23f:d5Ff:fefc:290f IO0Wve 86]Multicast Listener Report Interfaces
15 0.000385 fe80::c23f:d5Ff:fefc:28af ICPVE 86 Multicast Listener Report Interface
16 0.001020 fe80::c23F:d5Ff: fefc:297¢ ICwvE Multicast Listener Report Device 0(0%)
17 0.001030 fe80::c23f:d5Ff: fefc:290f IO%VE Multicast Listener Report WPF_{82EDC2C8-1A97-4580-951A-6SET7E0C6328)
18 0.001034 fe80::c23F:d5Ff: fefc:28af 10%Wv6 Multicast Listener Report
19 0.001037 fe80::c23f:d5Ff: fefc:297¢ IOwve 86[Multicest Listener Report e
20 0.001041 fed0::c23f:d5ff: fefc:290f ICPVE 86jMulticast Listener Report Meazsement
21 0.001044 fe80::c23f:d5ff:fefc:28af ICwvE Multicast Listener Report Packets 248158
22 0.001047 fe80::c23f:d5Ff: fefc:297%¢ ICHPVE 86{Multicast Listener Report Time span, 13.134
23 0.001053 fe80::c23f:d5Ff:fefc:290f IOWv6 Multicast Listener Report Capture fle comments
24 0.001057 feB0::c23f:d5ff: fefc:28af :ff6d:2933 IO0PVvE Multicast Listener Report
25 0.001541 fe80::c23f:d5ff:fefc:297%¢ :ff6d:2933 ICPVE Multicast Listener Report
26 0.001551 fe80::c23f:d5Ff : fefc:290f 1ff6d:2933 ICPVE 86jMulticast Listener Report
27 0.001555 feB@::c23f:d5Ff:fefc:28af :1:£6d4:2933 ICwvE Multicast Listener Report
28 0.001559 HewlettP 0f:70:53 Broadcast ARP Who has 10.195.80.102 Tell jo
29 0.001564 fe80::c23f:d5ff: fefc:297¢ ffo2::1:ffed:2933 ICWVE 86jMulticast Listener Report
30 0.001567 fe80::c23f:d5FF: fefc: 290f £02::1:ff6d:2933 1IG0%vE Multicast Listener Report
31 0.001571 fe80::c23f:d5Ff: fefc:28af IOwve 86[Multicast Listener Report
32 0.001574 fe80::¢23f:d5ff:fefc:297¢ ICPVvE Multicast Listener Report B
33 0.001577 fe8@::c23f:d5ff: fefc:290f I0%vE Multicast Listener Report Refresh
34 0.001581 feB0::c23f:d5Ff:fefc:28af ICPvE 86[Multicast Listener Report
O 7 captwe 01 l’m: 243158

Note: captured packets using third party software (Wireshark)
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Description:
Network flooded with ICMPv6 Packets (Multicast Listener Report) that may caused traffic congestion.
Flooded with 18000 packets per second.

Resolution:
Identify & isolate offended machine from network.

Details _m Pv4-72 IPv6:62 TCP  UDP"
m;aﬁm: :r;,:rs'::kl P Address A Address B Bytes Pac|
33:33:f:6d:20:33 | cO:3Rd5HC:20:0f 82,549 7099 k
Time 33:33:£:6d:29:33 | c0:3fd5Hc:20:7e 82,416 7087 k
First packet: 2017-08-21 15:25:52 33:33::6d:29:33 | c0:3f:d5:fc:28:af 085 k
Last packet: 2017-08-21 15:26:06 01:00:5e:7f:01:01 5474
Elapsed: 00:00:13 00:23:24:93:72:63 1924
01:00:5e:7f:ff:fa 9496
Capture 00:23:24:93:72:63 1406
Hardware: Intel(R) Core(TM) i3-4150T CPU @ 3.00GHz (with SSE4.2) g;g:g?;;’;f;gf a :i:;
os: 64-bit Windows 7 Service Pack 1, build 7601 S| Pt e
Application: Dumpcap (Wireshark) 2.4.0 (v2.4.0-0-gSbe0fa500d) 88:dc:96:1e:a8:c0 fh:Af:AF:AfAf:ff 1271
34:64:29:16:60:5F  FARFRAFFRAF 900
Interfaces d4:3d:Tedc:de7a FRAFFARAA 780
2¢:41:38:26:90:23 H 980
e — Caof 00:23:24:93:72:63 694
g 00%) hone 10:78:42:7b:b5:8b 600
WPF_{82EDC2C8-1A97-4580-951A-65E77E0C6328 | [|107&d2Tb:b5:
30:5a:3a:baic2:08 9 1302
Statistics c0:3f:dSifc:2d: e 9 1000
Messieaat o 00:23:24:93:72:63 8 5%
Padels. Lm i 00:23:24:93:76:5e 8 480
Time span, s 13.134 01:00:5€:00:00:fc 8 512
[ Average pps 18893.8 ] 01:00:5€:00:00:fc 8 546
Average packet size, B 86.5 2¢:41:38:26:90:a3 8 672
Bytes 21352539 33:33:00:01:00:03 8 706
Average bytes, 1625E I 00:1f:€2:07:18:4c 7 420
Average bits/s 13M 00:5£:86:d5:99:93  01:80:c2:00:00:00 7 40

Note: captured packets using third party software (Wireshark)
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Issue 7: STP
Description: DSW-009-DN1214202L0#sh spanning-tree active
PhIS Switch is using RSTP(default) which TR TN 3 T ST
i i ili D 3 t t t B
may not compatible W|tr_1 facility netyvork e R
design. Caused BB/Uplink connection
Issue. Root ID  Priority 32768
Addre 0:1f:53:e4:89:c5
[This switch is the root
Resolution: HelTo Time sec Max Age 20 sec Forward Delay 15 sec
Current solution is to disable STP at PhIS et holt L ooty cnangs 35, Heification 2 ousa7 age
Switch that having issue hello 2, max age 20, forward delay 15
’ Interfaces
Name State  Prio.Nbr Cost Sts Role PortFast Type
gi2 enabled 128.50 20000 Frw Desg Yes P2P (RSTP)
“91'25 enabled 112.73 10000 Frw  Desg Yes P2P (RSTP)

:132768.0016-e011-0ecO
:32768.001a-c143-1080 / 0

:1128.24
:idisabled
:enabled / Threshold=6

idisabled
162719
:0 days Oh:1m:21s
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Cisco Aironet 1141
¢ http://www.cisco.com/en/US/docs/wireless/access_point/1140/autonomous/getting_started/g
uide/apl1140aut_getstart.html
e http://'www.cisco.com/en/US/docs/wireless/access_point/mounting/guide/apmount.html#wp4
6770
¢ http://www.cisco.com/en/US/docs/wireless/access_point/1140/autonomous/getting_started/g
uide/ap1140aut_getstart.html#wp35993

Cisco Aironet 1602i
e https://Iwww.cisco.com/c/en/us/td/docs/wireless/access_point/1600/quick/guide/apl160
Ogetstart.html
e http://www.cisco.com/en/US/docs/wireless/access_point/mounting/guide/apmount.html#wp4
6770
e https://www.cisco.com/c/en/us/td/docs/wireless/access_point/1600/quick/guide/ap1600getst
art.html#39770

SG500-28
¢ http://www.cisco.com/en/US/docs/switches/lan/csbms/Sx500/administration_guide/500_Seri
es_Admin_Guide.pdf
¢ http://'www.cisco.com/en/US/docs/switches/lan/csbms/Sx500/cli_guide/CLI_500.pdf

SG300-28
e http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/quick_start/78-19252-
01.pdf

¢ http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/administration_guide/78-
19308-01.pdf

Dlink DWL-6600APA1

¢ http://www.dlink.com/uk/en/-/media/business_products/dwl/dwl-
6600ap/manual/dwl_2600ap_3600ap_6600ap_8600ap_8610ap_al manual_v5 00 ww.pdf

¢ http://www.dlink.com/uk/en/-/media/business_products/dwl/dwl-6600ap/manual/dwl-6600ap-
cli-guide-v20.pdf

¢ http://www.dlink.com/uk/en/-/media/business_products/dwl/dwl-
6600ap/gig/dwl_6600ap_al_qig_v110.pdf
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http://www.cisco.com/en/US/docs/wireless/access_point/1140/autonomous/getting_started/guide/ap1140aut_getstart.html#wp35993
http://www.cisco.com/en/US/docs/wireless/access_point/1140/autonomous/getting_started/guide/ap1140aut_getstart.html#wp35993
http://www.cisco.com/en/US/docs/wireless/access_point/mounting/guide/apmount.html#wp46770
http://www.cisco.com/en/US/docs/wireless/access_point/mounting/guide/apmount.html#wp46770
http://www.cisco.com/en/US/docs/switches/lan/csbms/Sx500/administration_guide/500_Series_Admin_Guide.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/Sx500/administration_guide/500_Series_Admin_Guide.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/Sx500/cli_guide/CLI_500.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/quick_start/78-19252-01.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/quick_start/78-19252-01.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/administration_guide/78-19308-01.pdf
http://www.cisco.com/en/US/docs/switches/lan/csbms/sf30x_sg30x/administration_guide/78-19308-01.pdf

N “
P el

ki O e bl Mdieee

PhIS & CPS Project
Training Manual — Network Module

(Ph[S

7 Acronyms

Cisco Aironet 1141 & 1602i

Abbreviations

Description

LED

Lights Emitting Diodes

GUI Graphics User Interface
CLI Command Line
AP Access Point

SG500-28 & SG300-28

Abbreviations Description

LED Lights Emitting Diodes

GUI Graphics User Interface

CLI Command Line

IP Internet Protocol

VLAN Virtual LAN

SSH Secure Shell

SFP Small Form-Factor Pluggable
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Appendix A - Switch Operation Guideline

This section describes Switch Operation Guidelines.

Scope of this section covers the following topics:
e Remote access to switch

e Switch monitoring

e Backup and restore switch configuration

e Switch logs

1 Remote Access to Switch

There are 3 ways to access the switch through the following method
e Console Cable
e Secure Socket Shell (SSH)
e Graphical Web Interface (GUI)

1.1 Console Cable

i. Connect USB-to-Serial and console cable to PC / Laptop and plug it PhIS switch Comm port.
To find out what is the name of your Comm Port, open Device Manager and go to Ports (COM
& LPT)

= Device Manager | = | = 5 |

File Action View Help
@ T EE®
4 5= lenovo-notebook
b 5 Batteries
» /8 Biometric Devices
b -€) Bluetooth Radios
» 78 Computer
b g Disk drives
» i Display adapters
b £ Human Interface Devices
b @ IDE ATA/ATAPI controllers
> % Imaging devices
b & Keyboards
b Memaory technology driver
b ﬂ Mice and other pointing devices
b A Monitors
5 P Network adapters
b BB Portable Devices

4 73 Ports (COM &LPT)
i LYF Prolific USB-to-Serial Comm Porf (COM4)

b D Processors

5 [)® Security Devices

5 78 SM Driver

b -%| Sound, video and game controllers
5 78 System devices

b - Universal Serial Bus controllers

. Open PUTTY, under Connection type select Serial and then fill up the following value and
click Open
e Serial line: Your Comm port name
e Speed: 115200
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-
@ PuTTY Configuration

5

S

Category:

- Keyboard
.. Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection

- Colours

= Connection

- Data

.. Prosy

- Telnet

.. Rlagin

1 - S5H

- Serial

About

Basic options for your PuTTY session

Specify the destination you warnt to connect to

izl lin=
I com4 II'I152[HJ I

Connection type:
ORaw © Tshet O Rlogin © SSH
Load. save or delete a stored session

Saved Sessions

Default Settings

Save

IIIE
ol
=%

Delete

C_lcse window on exit: )
) Aways () Never @ Only on clean exit

l Open J II Cancel

]

1.2 Secure Socket Shell (SSH)

Open PuUTTY, select SSH and then fill up the following value and click Open
Host Name (or IP address): switch default IP address

e Port: 22
| = |
Categony:
=- S_ession Basic options for your PuTTY session
: - Logging Specify the destination you want to connect to
[=- Teminal ) o
.. Keyboard ruuﬂammuwma 2
- Bel 192.168.1.254 | 2 |
- Features Connection type:
=~ Window () Raw (0 Telnet ) Rlogi () Serial
Appea!anc:e Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours -
Default Settings
[z~ Connection ozd
- Proy
- Rlogin
[#-55H
- Sefal Close window on exit:
) Mways (0 Never @ Only on clean exit
About [ COpen ] [ Cancel

Press Enter 2 times and the switch will prompt for enter User Name and Password. Key in
switch user name and password

Switch will prompt for User Name and Password. Key in switch user name and password
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1.3 Graphical Web Interface (GUI)

- o
ALy Ol Mdirae

I. Open web browser and key in switch IP address and you will get the following switch login
screen

aliali Switch
CISco Username: —
Language: m}
TS

ii. Key in Username, Password and click Log In
iii. The following page will appear once you have successfully login

-I|I.|||. Small Business = B R oot
cisco SG300-28 28-Port Gigabit Managed Switch -

Getting Started

» Administration

» Port Management This page provides easy steps to configure your device
» Smartport
+ VLAN Management ~ Initial Setup . QuickAccess
» Spanning Tree Change Management Applications and Services Change Device Password
» MAC Address Tables Change Device IP Address. Upgrade Device Software
» Muilicast Create VLAN Backup Device Configuration
» IP Configuration
Configure Port Settings Create MAC-Based ACL
» Security
— : Create IP-Based ACL
» Quality of Servi jlz Device Status Configure QoS
» SNMP System Summary Configure Port Mirraring
Port Stafistics

RMON Statistics

View Log

Ofner resources: Support| Forums

[ Do not show this page on startup
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1.4 Commonly Used CLI

N o oA WN P

10

11
12
13

14
15

16
17
18
19

sh run

sh start

sh system

sh clock

sh system id

sh system mode
sh int status

sh vlan
sh cdp neighbors detall

sh lldp neighbors

sh spanning-tree active
sh spanning-tree blockedports
ping X.X.X.X

sh arp

sh mac address-table address
H:H:H:H:H:H

sh int counter ge x

sh rmon statistics ge x

sh log

wr

(Ph[S

Display running configuration

Display startup configuration

Display switch information (uptime, MAC, model)
Display switch time

Display switch serial number

Display switch layer mode

Display port status information (duplex
mode,speed,link state)

Display VLAN information

Display information about a neighbor (or neighbors)
from main cache including network address, enabled
protocols, hold time, and software version

Displays information about neighboring
devices discovered using LLDP on all ports on which
LLDP is enabled and who are

up
Display spanning-tree configuration on active port

Display spanning-tree configuration on block port

Send ICMP echo request packets to
another node on the network

Display ARP table entries
Display address table entries based on specified MAC

Display packets and errors statistic on port

Display RMON Ethernet statistics on port

Display switch log

Save running configuration to startup configuration file
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2  Switch Monitoring

2.1 Check switch availability (PING)

i.  From Desktop, open command prompt and type ping x.x.X.x (where x.x.x.x is switch IP
address)

ii. If the switch is online, you should get reply message from the switch

BN Command Prompt

0 — =
—— e o a

Microzoft Windows [Uerszion 6.1.76811

Copyright (c? 200? Microsoft Corporation. All rights reserved.

C:slUserst )ping 192.168.1.1

Pinging 1?2.168.1.1 with 32 hytes of data:
192 . 168.1.1: bytes=32 time<ims TTL=128
192 _.168.1.1: bytes=32 time<ims TTL=128
192 _.168.1.1: bytes=32 time<ims TTL=128
Reply from 192.168.1.1: bhytes=32 time<imz TTL=128

Ping statistics for 192.168.1.1: l
Packets: Sent = 4, Received = 4, Lost = B (Bx lossl.

Approximate round trip times in milli-seconds:
Hinimum = Bms, MHaximum = Bms,. Average = BAns

C:sUserssikhual>

2.2 Check Switch CPU Utilization (Switch CLI)
I.  Login to switch though console or SSH
ii.  From switch console type show cpu utilization
iii.  The CPU utilization in percentage will be display as below
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Monitor Switch Ports Status and Errors (Web GUI)

Go to Status and Statistics -> RMON -> Statistics
Click on View All Interfaces Statistics button

A table with all switch ports status with CRC errors will be displayed.

- TETTaCE. ® O GET Y CRG v
r | Refresh Rate: # No Refresh
15 sec
System Summary 30 sec
Interface 60 sec
Etherlike
GVRP
802.1x EAP Bytes Received: 0
ACL Drop Events: ]
I(.:ihjlutlhzanon Packets Received: 0
I Broadcast Packets Received: 0
TTSTOTy Multicast Packets Received: 0
o CRC & Align Errors: 0
Alarms
» View Log Undersize Packets: 0
» Administration Oversize Packets: 0
System Settings Fragments: 0
Console Settings e 0
» Management Interface
User Accounts Collisions: 0
Idle Session Timeout Frames of 64 Bytes: 0
> TSN Frames of65to 127 Bytes: 0
» System Log
» File Management Frames of 128 to 255 Bytes: o
Reboot Frames of 256 to 511 Bytes: 0
b DEGUESTES Frames of 512 to 1023 Bytes: 0
Discovery - Bonjour
» Discovery - LLDP Frames of 1024 Bytes or More: 0
» Discovery - COP
Pina v Clear Interface Counters ][ Refresh Wiew All Interfaces Statistics
»

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
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RMON Statistics Table
Filter: Interface Type equalsto | Port

Interface Bytes | Drop Packets | BroadcastPackets | MulticastPackets CRC & Align | Undersize | Oversize | Fragments | Jabbers | Collisions = Frames of Frames of

Received | Events | Received Received Received Errors Packets | Packets 64 Bytes | 65to 127 Bytes
GE1 ] 0 0 1] 0 0 0 0 0 0 0 1] 0
GE2 0 0 0 0 o o 0 o o 0 o 0 0
GE3 0 0 0 0 0 0 0 0 0 0 0 0 0
GE4 214797 o 1880 T4T 319 o 0 o o 0 o 965 432
GE5S a ] ] 1] ] ] 0 ] ] 0 ] 1] ]
GEG a i} i} 1] a a 0 a a 0 a 1] ]
GE7 757019 0 5351 951 881 0 0 0 0 0 0 2794 1085
GE8 ] 0 0 1] ] ] 0 ] ] 0 ] 1] o
GE9 ] 0 0 1] 0 0 0 0 0 0 0 1] 0
GE10 0 0 0 0 0 0 0 0 0 0 0 0 o
GE11 0 o o 0 ] ] 0 ] ] 0 ] 0 ]
GE12 a i} i} o ] ] 0 ] ] 0 ] o ]
GE13 a o o 1] ] ] 0 ] ] 0 ] 1] ]
GE14 ] 0 0 1] ] ] 0 ] ] 0 ] 1] 0
GE15 ] 0 0 1] 0 0 0 0 0 0 0 1] 0
GE16 ] 0 0 1] 0 0 0 0 0 0 0 1] ]
GE17 0 0 0 0 0 0 0 0 0 0 0 0 0
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3 Backup and Restore Switch Configuration File

3.1 Backup Switch Configuration File
i. Login to switch though Web
. Go to Administration -> File Management -> Download/Backup Configuration/Log

Small Business Ll English
wlafn

cisco SG300-28 28-Port Gigabit Managed Switch

Getting Started < <
T Download/Backup Configuration/Log
| Transfer Method: via TFTP
System Settings e via HTTPHTTPS
Console Settings via SCP (Over SSH)
» Management Interface
s Mc?“"“ Save Action: Download
el - sy T — (]
» Time Settings
» System Log Source File Type: ® Running conﬁgurgtion file
v File Management Startup configuration file
Backup configuration file
Upgrade/Backup Firmwa Mirror configuration file
Active Image Flash Log
Configuration Files Prope¢. Sensive Baa: . E:Ccmdfed
Copy/Save Configuratior | Plainrylzxt
DHCP Auto Configuratiol Available sensitive data options are determined by the current user's SSD rules
Reboot
Discoverv - Boniour

iii. In Transfer Method, select via HTTP/HTTPS

iv. In Save Action, select Backup

V. In Source File Type, select Running configuration file

Vi. In Sensitive Data, select Encrypted

Vil. Then click Apply. The running configuration file will be downloaded into PC.

3.2 Restore Switch Configuration File
I Login to switch through Web
. Go to Administration -> File Management -> Download/Backup Configuration/Log
iii. In Transfer Method, select via HTTP/HTTPS
iv. In Save Action, select Download

v. In Source File Name, click Choose File. A windows Open dialog box will appear. Select
which backup file you want to restore and click Open.

Organize » New folder B= » O @

-
W Favorites M

B Desktop
& Downloads
#& OneDrive

] Recent Places |

MName Date modified Type

running-config 10/9/201510:52 AM  Text Docl

=]

74 Libraries
@ Documents
J’ Music
[&=] Pictures
BF Videos

& Homegroup

- 4 il 3

File name: running-config - [AII Files ']

[ Open Iv] [ Cancel ]
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Vi. In Destination File Type, select Running configuration then click Apply.
Vii. A Confirm Save Configuration message box will appear. Click OK to proceed

| | Confirm Save Configuration - Gaogle Chrome - Elélg

[ 192.168.1.254/cshe5b6486/kubrick/confirmBox.html

MNavigation to other screens while saving configuration is in progress
u will abort the process.

4  Switch Logs

4.1 View logs through Web Interface
i. To view the logs, login to switch web interface.

. Go to Status and Statistics > View Log -> RAM Memory and the following log screen will
be display

alial Small Business . cisco  Language: Logout  About
cisco SG300-28 28-Port Gigabit Managed Switch
Ceting Staned ~| RAM Memory
System Summary Alert Icon Blinking Enabled
Inle@ce Current Logging Thresheld: Informational Edit
Etheriike
GVRP RAM Memory Log Table Showing 1-46 of 46 [50
i?:zl.“ Er Log Index = Leg Time Severity Description
TCAM Utilization 2147433602 2014-Aug-06 17:43:09 Informational  %AAA-I-CONNECT: New hitp connection for user cisco, source 192.168.1.1 destination 192.168.1.254 ACCEPTED
» RMON 2147483603 2014-Aug-06 17:33:55 Informational  %AAA-I-DISCONNECT: http connection for user cisco, source 192 168.1.1 destination 192 168.1.254 TERMINATED
v ViewLog 2147483604  2014-Aug-06 17:23:36  Informational  %AAA-CONNECT: New htip connection for user cisco, source 192.168.1.1 destination 192.168.1.254 ACCEPTED
2147433605 2014-Aug-06 17:20:23  Informational  %6AAA-I-DISCONNECT: hitp connection for user cisco, source 192.168.1.1 destination 192.168.1.254 TERMINATED
— 2147483606 2014-Aug-06 17:12:51  Notice %COPY-N-TRAP: The copy operation was completed successfully
System Seftings 2147483607 2014-Aug-06 17:12°48  Informational  %COPY-I-FILECPY: Files Copy - scurce URL HTTP://192.168.1.1/ destination URL running-config
Console Settings 2147433605 2014-Aug-06 17.04:49  Notice %COPY-N-TRAP: The copy operation was completed successfully
» Management Interface 2147433609 2014-Aug-06 17:04:41  Informational %COPY-I-FILECPY: Files Copy - scurce URL running-config destination URL HTTP.//192.168.1.1/
User Accounts 2147433610 2014-Aug-06 16:58:33  Informational  %INIT-I-Startup: Cold Startup
ldle Session Timeout 2147433611 2014-Aug-06 16:57-50  Informational  %AAAI-CONMECT: New hitp connection for user cisco, source 192.168.1.1 destination 192 162 1 254 ACCERTED
: ;‘yr:‘eaie:no;gs 2147483612 2014-Aug-08 16:57-16  Notice %SYSLOG-N-LOGGING: Logging started.
Log Settings 2147433613 2014-Aug-06 16:56:43 Wamning %STP-W-PORTSTATUS: i12: STP status Forwarding
Remote Log Servers 2147433614 2014-Aug-06 16:56:23  Informational  %6LINK-I-Up: Wan 1
» File Management 2147483615  2014-Aug-06 16:56:38  Informational  %LINK--Up: gi12
Rgm 2147483616 2014-Aug-06 16:56:32  Informational  %6LINK-I-Up: loopback1
» Diagnostics
Discovery - Bonjour 2147483617 2014-Aug-06 16:56:32  Warning %LINK-W-Down: gi28
» Discovery - LLDP 2147433618 2014-Aug-06 16:56:22 Warning 2%LINK-W-Down: gi27
» Discovery - CDP | | 2147483519 2014-Aug06 16:56:32  Warning %LINK-W-Down: gi26
Ping 2147433620  2014-Aug-06 16:56:32  Wamning %LINK-W-Down: gi25

4.2 Log Message Format

Log Index | Log Time Severity Description

2147433602 2014-Aug-06 17:48:09 Informational %AAAJI-CONNECT: New hitp connection for user cisco, source 192.168.1.1 destination 192.168.1.254 ACCEPTED
2147433603 2014-Aug-06 17:33:55 Informational %AAA--DISCONNECT: hitp connection for user cisco, source 192.168.1.1 destination 192.168.1.254 TERMINATED
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Format Field Name | Description

Indicator
A Log Index Running numbers for log indexing
B Log Time Timestamp
C Severity Please refer severity levels table
D Description Description on log / event

4.3 Severity Table

The event severity levels are listed from the highest severity to the lowest severity, as follows:

Severity Severity Level Code Description

Emergency 0 - High M System is not usable

Alert 1 A Action is needed

Critical 2 C System is in a critical condition

Error 3 E System is in error condition

Warning 4 w System warning has occurred

Notice 5 N System is functioning properly, but a system
notice has occurred

Informational 6 I Device information

Debug 7 - Lowest D Detailed information about an event
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Appendix B — Access Point Operation Guideline

This section describes Access Point Operation Guidelines.

Scope of this section covers the following topics:

e Remote access to Access Point

e Access Point monitoring

e Backup and restore Access Point configuration
e Access Point logs

1 Remote Access to Access Point

There are 3 ways to access the access point through the following method
e Console Cable
e Secure Socket Shell (SSH)
e Graphical Web Interface (GUI)

1.1 Console Cable

i. Connect USB-to-Serial and console cable to PC / Laptop and plug into access point console port.

=4 Device Manager | =@ = |

File Action View Help
&= @ H=|
4, lenove-notebook

3 3 Batteries

3 12 Biometric Devices

>-- Elueteoth Radios
> /M Computer

>y Disk drives

b A& Display adapters

b % Human Interface Devices
g IDE ATA/ATAPI controllers
b ﬁ Imaging devices

b-&D Keyboards

b -5 Memory technology driver
b --Lu! Mice and other pointing devices
b ‘__-l, Menitors

b ¥ Network adapters

b KL Portable Devices

475 Ports (COM & LPT)

. LJF Prolific USB-to-Serial Comm PortfCOM4)
>-D Processors

b -[i¥ Security Devices

g8 SM Driver

b -% Sound, video and game controllers
{8 System devices

- B Universal Serial Bus controllers

ii. Open PUTTY, under Connection type select Serial and then fill up the following value and click
Open
e Serial line: Your Comm port name
e Speed: 9600 (Cisco AP) / 115200 (Dlink AP)
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Category:
[=)- Session ‘Basic options for your PUTTY session
. . Logging N

Specify the destination you want to connect to

&) Terminal Y .
- Keyboard
.. Bell COM1 96—00 I
- Features Connection type:
& Window ) Raw () Telnet (©) Rlogin () SSH @) Serial
Appea.rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
e Default Settin
as
(=)~ Connection Cisco AP Load
- Data SGKKGT
- Proxy cisco sge
- Telnet cisco switch =
- Rlogin
[ SSH
- serel Close window on exit:
© Aways (@) Never (@ Only on clean exit

(oo | cnen ]

iii.  Press Enter 2 times and the switch will prompt for enter User Name and Password. Key in
acces point management user name and password

1.2 Secure Socket Shell (SSH)

i. Open PuTTY, select SSH and then fill up the following value and click Open
e Host Name (or IP address): access point IP address

e Port: 22
[ =)
Cateqary:
B- Sgssinn | Basic options for your PUTTY session |
: +~ Logging Specify the destination you want to connect to
=) Terminal
Host Name (or IP address) Paort
- Keyboard
-~ Bel [ 192.168.1.254 | [22 |
- Features Connection type:
- Window @ Raw () Telnet © Rlogin ©) Serial
P«ppea!ance Load, save or delete a stored session
- Behawiour
... Translation Saved Sessions
- Selection
- Colours ’
Default Settings
= Connection Load

o
- Teinet

- Rlogin
- 55H
- Senl Close window on exit:
) Mways () Mever @ Only on clean exit
About [ Cpen ] [ Cancel
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ii. Access point will prompt for User Name and Password. Key in access point management user
name and password

iii. Type ‘enable’ command and key in the management password to go to Priviledge Mode (for
Cisco AP only).

1.3 Graphical Web Interface (GUI)

i.  From Desktop, open browser and type access point IP address
i. Keyinthe management username and password

C | [) 10.77.236.61/ap_home.shtn

Cisco Aironet 1140 Series Access Point
Hostname AP-001-FTX1615K1U9 AP-001-FTX1615K1U9 uptime is 3 weeks, 5 days, 9 hours, 51 minutes
‘ 1
Association
Clients: 1 Infrastructure clients: 0
Network Identity
IP Address 10.77.236.61
MAC Address 2c54.2d0a. 126f
Network Interfaces
Interface MAC Address Transmission Rate
2¢54.2d0a.126f 1000Mb/s
5¢50.15¢9.effd Mcs Index 15
EventlLog
Time Severity Description
V»'«pr 10 22:15:41.580 | ®information Interface Dot11Radio0, Deauthenticating Station 8c0e.e311.18bb
Reason: Sending station has leftthe BSS
Apr10 21:59:45.156 #information Interface Dot11Radio0, Station 8c0e.e311.18bb Associated
KEY_MGMTIWPAV2 PSK]
Apr1021:57:21.564 @information Interface Dot11Radio0. Deauthenticating Station 8c0e.e311.18bb
Reason: Sending station has leftthe BSS
Apr 10 21:57:00.655 | #Notification | Configured from console by phisadmin on viy0 (10.77.236.57)
Apr 10 21:55:56.419 ®information Interface Dot11Radio0, Station f027.6538.45e7 Associated
KEY_MGMT[WPAV2 PSK]
1.4 Commonly Used CLI*
Command Line Description
show running-config Show the running configuration
show startup-config Show the startup configuration
write memory Save configuration
show vilan Show configured vlan information
show logging Show event logs
ping X.X.X.X Ping to destination IP (where x.x.x.x is destination IP
address)

*for Cisco AP only
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2 Access Point Monitoring
2.1 Check access point availability (PING)

i.  From Desktop, open command prompt and type ping x.x.X.x (where x.X.x.x is access point IP
address)

ii. If the access point is online, command prompt should display the ping as below

BN Command Prompt an % N e

-
Microsoft Windows [Uersion 6.1.76011
Copyright <c> 2882 Microsoft Corporation. All rights reserved.

C:“Userssikhwal>ping 192.168.1.1

Pinging 192.168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bhytes=32 time{ims TTL=128
Reply from 192.168.1.1: bhytes=32 time{ims TTL=128
Reply from 192.168.1.1: bhytes=32 time{ims TTL=128
Reply from 192.168.1.1: bhytes=32 time{ims TTL=128

m| »

Ping statistics for 192.168.1.1: l
Packetz: Sent = 4, Received 4, Lost = B (@ lossd),

Approximate round trip times in milli-second
Minimum = Bms. MHaximum = Bms. Average =

C:~lUserssikhwalZ

2.2 Check access point radio status (GUI)

For Cisco AP
i.  From Desktop, open browser and type access point IP address
il In the Home menu, go to Network Interfaces

iii. Check the radio interface. Green arrow indicates that the Radio0-802.11N?%4®HZ js enabled and
the status is UP. Red arrow indicates that either the Radio0-802.11N?4¢" s disabled or the status

is down.
-l'hllh Rl [ I [ [T TN
Cisco & ” . .
Cisco Aironet 1140 Series Access Point
Hostname AP-001-FTX1615K1U9 AP-001-FTX1615K1U9 uptime is 3 weeks, 5 days, 9 hours, 51 minutes
Association
Clients: 1 Infrastructure clients: 0
Network Identity
IP Address 10.77.236.61
MAC Address 2c54.2d0a.126f
Network Interfaces

Interface MAC Address Transmission Rate
4 GigabitEthemet 2c54.2d0a.126f 1000Mb/s
1 Radion-802.11N24CH: 5c50.15¢9.effi0 Mcs Index 15
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For Dlink AP
i. From Desktop, open browser and type access point IP address
ii. In the Home menu, go to Status >> Transmit/Receive
iii. Check radio interface status. wlanQ: vapO0 indicate for 5GHz, wlanl: vapO0 indicate for 2.4GHz.

Configuration
* Access Point View transmit and receive statistics for this access point
¥ Basic Seiings
B status
Biiiricas Click "Refresh™ button to refresh the page.
B Everte [ Refresh |
= Transmit/Receive Interface Status MAC Address VLAN ID Name (SSID)
2 Client Associations LAN up 6C:19:8F:76:5D:C0 1 -
2 TSPEC Client |wlan0:vapo  up 6C:19:8F:76:5D:C0 1 CMGAP02P |
»A55°°ia“°"5 wlan0:vapl  up 6C:19:8F:76:5D:C1 20 CMG_Guest
5 Rogus A Detection wlan0:vap2  down 1 dlink3
sl TS : dins
Statistics wlan0:vap4  down 1 dlinks
I TSPEC AP Statistics wlan0:vaps  down 1 dlinks
7 Radio Statistics wlan0:vaps  down 1 dlink7
% Email Alerts Status wlan0:vap7  down 1 dlinks
B-§¥Manage wlan0:vap8 down 1 dlinks
-l Services wlan0:vap9  down < ] dlink10
= SNMPV3 wlan0:vap10 down 1 dlink11
& Maintenance wlan0:vapil down 1 dlink12
= Client QoS wlan0:vap12 down 1 dlink13
&+ Cluster wlan0:vap13 down 1 dlink14
wlan0:vap14 down 1 dlink1s
wlan0:vap15 down 1 dlink16
wlani:vap0 _up 6C:19:8F:76:50:D0 1 CMGAPO2P. |

2.3 Check access point SSID & signal strength (Wifi Analyzer)

i.  From android Wifi Analyzer apps, check the SSID and its signal strength (dBm). It should be
more than - 80 dBm within the signal coverage area.

i.  From android Wifi Analyzer apps, check the access point channel. The access point’s channel
should be not overlapped with another channel that has strong signal strength (dBm).

Channel
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3 Access Point Logs

3.1 View the access point logs (GUI)

For Cisco AP

i.  From Desktop, open browser and type access point IP address
i.  Key in the management username and password

iii.  From the main page, go to Event Log >> Configuration options.

vem Log

Start Display at Index: 1 Max Number of Events to Display: 20 | Previous || Next || Refresh ‘ Clear |
Index | Time Severity Description
iy " [finterface Dot11RadioD, Deauthenticafing Station 8cDe.©311.18bb Reason:
1 Apr 10 21:02:20.622 #information Isending station has left he BS
T T
g & i | Interface Dot11Radio0, Station 8c0e.e311.18bb Associated KEY_MGMTIWPAV2
2 Apr1020:55:18.536 #information |PSK]
o s Interface Dot11Radio0, Deauthenticating Station 8c0e.e311.18bb Reason:
3 Apr 10 20:52:21.583 #information Sending station has left the BSS
4 Apr 10 20:48:14.883 Warning | Packetto client 847a.882¢ eb3a reached max retries, removing the client
5 Apr1020:48:14.878 Warning | Packetto client 847a,882c.eb3a reached max retries, removing the client
6 Apr 10 20:48:14 857 Warning | Packet to client 847a.882¢ eb3a reached max retries, removing the client
% g | Interface Dot11Radio0. Deauthenticating Station 847a.882¢.eb3a Reason:
7 Apr 10 20:48:14.853 #information | Sending station has left the BSS
8 Apr 10 20:48:11.841 @information | Interface Dot11Radio0. Station 8472.882¢c.eb3a Associated KEY_MGMTIWPAV2
T | PSK]
9 Apr 10 20:46:59 467 @information Interface Dot11Radio0. Station 8c0e.e311.18bb Associated KEY_MGMT[WPAV2
Spk | PSK]
10 Apr 10 20:44:23 662 #Debugging | Station 503c.c438.4353 Authentication failed
1 Apr 10 20:44:12.645 #Debugging | Station 503¢.c438.4353 Authentication failed
12 | Apr1020:44:01.351 #Debugging | Station 503c.c438.4353 Authentication failed
13 Apr 10 20:43:50.382 ®Debugging | Station 503¢.c438.4353 Authentication failed

For Dlink DWL-6600APA1
i.  From Desktop, open browser and type access point IP address
ii. Keyinthe management username and password
iii. ~ From the main page, go to Status >> Events.

D-Link

P Home { Tools Configuration Systel B Logout

- Basic Settings Options
B status Persistence ) Enabled @ Disabled
= Interfaces Severity 7w
=l Events Depth 128

~ & Transmit/Receive

-2 Client Associations pply” to save the new settings.

- = TSPEC Client
Associations
] Rogue AP Detection

¥ Managed AP DHCP Events
= TSPEC Status and
Statistics Click "Refresh” button to refresh the page.

SITSPEC AP Statistics
= Radio Statistics
% Email Alerts Status

Time Settings (NTP) Type Service Description
Dec 31 20:01:18 info hostapd[955] wlanl: IEEE 802.11 STA 68:17:29:c1:d3:ec deauthed from BSSID 6c:19:8f:76:2c:50 reason 1

= Manage

P Dec 31 20:01:18 info hostapd[955] Station 68:17:29:c1:d3:ec had an authentication failure, reason 16
# i services Dec 31 20:01:16 hostapd[955] R d lid EAPOL-Key MIC ( 2/4)

P ec 101: warn hostap eceived invali -Key msg
B8 SNMP3

P Dec 31 20:01:16 info hostapd[955] Station 68:17:29:c1:d3:ec had an authentication failure, reason 22
& Maintenance hostapdfsss] e ot ; e

P Dec 31 20:01:15  warn hostapd[855] Received invalid EAPOL-Key MIC (msg 2/4;
& @ Client QoS ) ) C

P Dec 31 20:01:15 info hostapd[955] Station 68:17:29:c1:d3:ec had an authentication failure, reason 22
- Cluster

Dec31 20:01:14  warn hostandle95] Received invalid EAPOI ey MIC (mep 2/4)

& Access Point %
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4 Backup and Restore Access Point Configuration File (GUI)

4.1 Cisco Aironet - Backup Access Point Configuration File (GUI)

i.  From Desktop, open browser and type access point IP address

ii. Keyin the management username and password
iii.  From the main page, go to System Software >> Configuration options
iv.  Click config.txt at Current Startup Configuration File

i
cisco

Cisco Aironet 1140 Series Access Point

Hostname AP-001-FTX1615K1U9 AP-001-FTX1615K1U9 uptime is 3 weeks, 5 days, 9 hours, 17 minutes

System Software: System Configuration

Current Startup Configuration File: config txt
Load New Startup Configuration File: [ Load | | Choose File | No file chosen
Technical Support Information: Show tech-support
Reset to Factory Defaults: | Reset to Defaults |
|| SYSTEM SOFTWARE —
[ Somua == Reset to Factory Defaults (Except IP Address): | Reset to Defaults ( Except IP )
Restart Now: | Restart |
Power State: FULL POWER
Power Source: INJECTOR_CONFIGURED_ON_SOURCE
Power Settings: ® Power iati © Pre-standard Compatibili
Power Injector: Installed on Port with MAC Address: DISABLED | (HHHH, HHHH. HHHH)
Apply |
Locate Access Point
Blink the Access Point LEDs: ® Disable ' Enable Apply

v.  Select all the text, copy & paste it in the Notepad

ersion 12.4

Ino service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

lhostname AP-8@1-FTX1615K1U9
1

lenable secret 5 $1$j6Eh$XpTrb

! Copy

Sl r}ew-mdel Search Google for 'l version 12.4 no service pad service...’

ip domain name 10.77.236.61

1 Print...

I

ot11 syslog

1

ot11 ssid PHISHPSF
vlan 999
authentication open
authentication key-management wpa version 2
guest-mode
infrastructure-ssid optional
wpa-psk ascii 7 @71F291D1821295031

Inspect element

username phishpsf privilege 15 password 7 @0141B5751733B5329
lusername phisadmin password 7 B45A@F@BSE2F647ESC3F
1

lbridge irb
1}

1}
interface DotllRadio®
no ip address
no ip route-cache
!
encryption mode ciphers aes-ccm tkip
'

encryption vlan 1 mode ciphers aes-ccm tkip
!

encryption vlan 999 mode ciphers aes-ccm tkip
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4.2 D-Link AP - Backup Access Point Configuration File (GUI)

i.  From D-Link main page, expand Maintenance and click on Configuration Save.

<« c Q @® 10.138.118.39/admin.cgi?action=basic_settings T & m |

D-Link Wireless Access Point

Configuration

 pcies pot wllodidebazicsattinas

@ Basic Settings
= status » Review Description of this Access Point ...

B services These fields show information specific to this access point.

J
= & Maintenance

IP Address: 10.138.118.39

IPv6 Address:

] IPV6 Address Status: Operational
= Lontiguration Restore IPv6 Autoconfigured Global Addresses 2400:7400:25:12f:9294: e4#f: fesc:baee
= Maintenance IPv6 Link Local Address: fe80::9294:e4ff:fedc:ba00

& Upgrade MAC Address: 90:94:E4:9C:69:00
= Packet Capture Firmware Version: 4.2.0.9

[ client aos
B ciuster

b Device Information

Model: DWL-8600AP
Product Identifier: WLAN-EAP
Hardware Version: Al

Serial Number : RB101DAD0O0253
Device Name: D-Link AP

Device Description:

D-Link Wireless Access Point

b Provide Network Settings ...

These settings apply to this access point.

Current Password

ii. Choose HTTP as download method.
iii.  To save the current configuration to a Backup file, click on Download button.

<« C £} | ® 10.138.11839%/admin.c w @ @ O

D-Link Wireless Access Point

Configuration [L9) Help

* Access Point u

¥ Basic settings To Save the Current Configuration to a Backup File ...
¥ status

Click the "Download” button ta save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

B services

B SNMPYE || pouniond wetho B
EHE Maintenance

= Configuration Save % copy this AP configuration.
- Download
=l Configuration Restore E L Dowrload

=/ Maintenance

2 Upgrade

= Packet Capture
@ client aos
B cluster
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iv.  Click OK to download the configuration file in . XML file format.

&« C ) | ® 10.138118.39/admin.cgi?action=config_save o @O

10.138.118.39 says: D-Link Wireless Access Point

The configuration will now be downloaded.

|
i conee
B Aciess o | Manage this Access Po

#asic settings To Save the Current Config
¥ status

[ Help

Click the "Download” button to save the current configuration as a backup file to your PC.

ﬁManage To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.
i services
- SN PY3 Download Method ® wrte O TETP

EH Maintenance ) )
: Click "Download” to copy this AP configuration.

= Configuration Save
Download

= Configuration Restare
= Maintenance

= Upgrade

= Packet Capture

B8 Client QoS

i+ Cluster

4.3 Cisco Aironet - Restore Access Point Configuration File (GUI)

i.  From Desktop, open browser and type access point IP address
ii. Keyin the username and password
ii.  From the main page, go to System Software >> System Configuration
iv.  Click the Choose File button to browse the configuration file.
v.  Click Load button to upload the file.

ol I i I h 00O R L

g =
c13Co Cisco Aironet 1140 Series Access Point \a
Hostname AP-001-FTX1615K1U9 AP-001-FTX1615K1U9 uptime is 3 weeks, 5 days, 9 hours, 41 minutes

System Software: System Configuration

Current Startup Configuration File: config txt

Load New Startup Configuration File: Load \ Choose File "\lo file chosen

Technical Support Information: Show tech-support

Reset to Factory Defaults: Reset to Defaults |

Reset to Factory Defaults (Except IP Address): Reset to Defaults ( Except IP )

Restart Now: Restart |

System Power Settings

Power State: FULL POWER

Power Source: INJECTOR_CONFIGURED_ON_SOURCE

Power Settings: ® Power iati P dard Comp

Power Injector: Installed on Port with MAC Address: DISABLED (HHHH. HHHH HHHH)

(Apely.|
Locate Access Point
Blink the Access Point LEDs: ® Disable Enable | Apply |

vi. Then a pop-up will appear. Click OK. After that, the browser will prompt the login credentials.
Key in the username and password to proceed. Then click OK. Another pop-up will appear; it
indicates that the AP is saving the configuration.
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4.4 D-Link AP - Restore Access Point Configuration File (GUI)

i.  From D-Link main page, expand Maintenance and click on Configuration Restore.

<« c Q @® 10.138.118.39/admin.cgi?action=basic_settings T & m |

D-Link Wireless Access Point

Configuration

 pcies pot wllodidebazicsattinas

@ Basic Settings

tstatus » Review Description of this Access Point ...
B ianage
¥ services

These fields show information specific to this access point.

RIS IP Address: 10.138.118.39

aintenance 1Pv6 Address: i
= Configuration Save IPvE Address Status: Operational
Configuration Restore IPV6 Autoconfigured Global Addresses 2¢00:7480:25:12ff:9294:e4ff: feac:baee

=/ Maintenance IPv6 Link Local Address: fe80::9294:e4ff:fedc:ba00
& Upgrade MAC Address: 90:94:E4:9C:69:00
= Packet Capture Firmware Version: 4.2.0.9

[ client aos
B ciuster

b Device Information

Device Description:

Model: DWL-8600AP
Product Identifier: WLAN-EAP
Hardware Version: Al

Serial Number : RB101DAD0O0253
Device Name: D-Link AP

D-Link Wireless Access Point

b Provide Network Settings ...

These settings apply to this access point.

Current Password

ii. Choose HTTP as upload method.
iii.  Click on Choose File button to upload the previously saved file configuration.
iv. To restore the configuration, click on Restore button.

<« C (Y | © 10.138.118.39/admin.cgi?action=config_restore “w o @ O

D-Link Wireless Access Point

Configurafion 4] Help

* Access Point .

fBasic Settings ITo Restore the Configuration from a Previously Saved File ...
]IEStatus Browse to the location where your saved configuration file is stored and click the "Restore” button.
* ¥ Manage [To restare from a TFTP server, click the TFTP radio button and enter the TFTP server information.
[ Services i
i SNMPY3 Upload Method  ® prrp | TETR
=¥ Maintenance [Esrrquraton F\\e o file chosen

= Configuration Save

= il € to load the configuration to this AP.
= Configuration Restore :
. Restore

Maintenance

Upgrade

- Packet Capture
[ Client QoS

i Cluster

v.  The restoration process shall begin automatically.

© 2011-2019 Pharmaniaga Logistics Sdn Bhd (PLSB)
PhlS_CPS/ H_T.MANUAL_NETWORK-1.4 Page 67



PhIS & CPS Project m|s

Training Manual — Network Module

ki O e bl Mdieee

Appendix C — Wireless Bridge Operation Guidelines
This section describes on Wireless Bridge Operation Guidelines.

Scope of this section covers the following topics:

e Access with Graphical User Interface (GUI)

e Access Point monitoring

e Backup and restore Access Point configuration
e Access Point logs

1 Access with Graphical User Interface

STEP DESCRIPTION
1 In your computer, open Control Panel > Network Connections > Local Area Connection.
2 In Local Area Connection Status > General, click Properties.
3 In Local Area Connection Properties > General, select Internet Protocol (TCP/IP) and
click Properties.
4 In Internet Protocol (TCP/IP) Properties > General, select Use the following IP
address.
Enter your IP address and Subnet Mask. The default IP address of the radio is
5 192.168.1.21, which cannot be used here. So type IP address 192.168.1.21 and
gateway 192.168.1.20
6 Click OK and Close
Open your browser (e.g. Internet Explorer, Firefox, Opera, etc.) and type in address bar:
http://192.168.1.20 (The default address of the device) then press the Enter key.
7
Default Username
Password
rInternet Protocol Version 4 (TCP/IPv4) Properties M i Connect to 102.168.10.20 @I&J
General .
Yqu can gg; P sethngg assigned automatically if your networl_< gupports the \
this capability. Otherwise, you need to ask your network administrator ‘1'| Ly
for the appropriate IP settings. o=

(7) Obtain an IP address automatically

® Use the following TP address: The server 192,168, 10,20 at requires a username and

password.
IP address: 192.168. 1 .21
Warning: This server is requesting that your username and
Subnet mask: 255.255.255. 0 a . . q . ¥ . A
password be sent in an insecure manner (basic authentication
Default gateway: 192.168. 1 . 20 without a secure connection).
Obtain DNS server address automatically User name: ﬁ ubnt hd
@ Use the following DNS server addresses:
| Password: sene
I Preferred DNS server:
‘ Alternate DNS server: ® o b [7] remember my password

[T validate settings upon exit

[ OK ][ Cancel ]

[ Ok J [ Cancel
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2 View Wireless Bridge status

Device Name: WB8-001 AP MAC: 24:A4:3C:7E:4A63
S deg° Connections: 1
Wireless Mode: Access Point WDS Noise Floor: -84 dBm
— e SSIU AR Transmit CCQ: 991 %
Security: WPA2-AES :
s vE58 aiflMAX:  Enabled
Uptime: 7 days 01:52:48 AINAX QY- 57 %
Date: 2013-06-05 03:47:42 i o T—
Channel/Frequency: 149/ 5745 MHz airSelect: Disabled
Channel Width: 40 MHz (Upper)
Distance: 0.1 miles (0.2 km)
TX/RX Chains: 2X2
WLANO MAC  24:A4:3C:7E:4A'63
LANO MAC 24:A4:3C:7F:4A63
LAN1 MAC 26:A4:3C:7F:4A63
LANO/LAN1 100Mbps-Full / Unplugged

Explorer Vbnitof

(Ph[S

i.  Onthe Access Point WDS main page, observe the airMAX Quality to check the effectiveness
of wireless bridge connection. The percentage of airMAX Quality must be more than 80%.

Ubiquiti Nano Station M5 main page

ii.  Onthe Station WDS main page, observe the airMAX Quality to check the effectiveness of
wireless bridge connection. The percentage of airMAX Quality must be more than 80%.

w MAIN | WIRELESS, | NETWORK, ] ADVANCED,

Status
Device Name: WB-002 AP MAC: 24:A4:3C:7TE:4A63
Netwo 5 Signal Strength: -42 dBm
V\ﬁrelels Mode: Station WDS Horizontal / Vertical: -45/-44 dBm
SSID: ubnt-4A63 Noise Floor: -85 dBm
Security: WPA2-AES Transmit CCQ: 966 %
Version: v5.5.6 TX/RX Rate: 270 Mbps / 270 Mbps
Uptime: 7 days 01:53:50
Dale: 2013-06-05 03:48:44 Akt Embid
airMAX Priority:  None
Channel/Frequency: 149/ 5745 MHz airMAX Quality: [WEEE. o unEEEE ]88 %
Channel Width: 40 MHz (Upper) aiMAX Capacity: (Wl i 169%
Distance: 0.1 miles (0.2 km)
TX/RX Chains: 2X2
WLANO MAC 24:A4:3C.7E:4B6F
LANO MAC 24:A4:3C.7F.4B:6F
LAN1 MAC 26:A4:3C:7F:4B6F
LANO/LAN1 100Mbps-Full / Unplugged
Monitor
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3 Backup Bridge Configuration File (GUI)

i.  From Desktop, open browser and type access point IP address

i. Keyinthe management username and password
iii.  From the main page, go to System >> Configuration Management
iv.  Click Download

4  Restore Bridge Configuration File (GUI)

i.  From Desktop, open browser and type access point IP address

i. Keyinthe management username and password
iii.  From the main page, go to System >> Configuration Management
iv.  Click Browse, select the backup configuration file

SYSTEM
Firmware Update
Firmware Version: XM.v5.5.8 Upload Firmware: No filz selected.
Build Number: 17762
Check for Updates: [¥/] Enable
Device Date Settings
Device Name: WEBR-001 Time Zone: (GMT+08:00) Beijing, F
Interface Language: English v Startup Date: D Enable

Startup Date:

System Accounts

Administrator Usemame: phisadmin

Read-Only Account: v Enable

Read-Only Account Name: phishdok

Miscellaneous Location
Reset Button: [?] (/] Enable Latitude:
Longitude:
Change
Device Maintenance IConﬁguration Management I
Reboot Device: | Reboot... I Back Up Configuration: [ Downioad.. ] l
Support Info: I Upload Configuration: l Browse... ] No file selected. I

Reset to Factory Defaults:
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