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1. Introduction

1.1 Overview of PhIS

Pharmacy Information System or better known as PhIS, is a complete and comprehensive system that
integrates pharmacy related services that geared toward pharmacy excellent care. PhlS implementation
would transform most of current manual process to electronic system would benefit facility end user in the
health care sector.

There are 12 modules to assist services delivery by the health care sector which comprises of:
1. Order Management

Inpatient Pharmacy

Outpatient Pharmacy

Medication Counselling

Ward Pharmacy

Pharmacy Inventory

A L R

Manufacturing of Cytotoxic Drug Reconstitution (CDR), Parenteral Nutrition, IV Admixture & Eye
Drop , Radiopharmaceuticals and Extemporaneous

Adverse Drug Reaction & Drug Allergic Card (ADR & DAC)

Clinical Pharmacokinetics Services (TDM)

©

10. Drug Information & Consumer Education (DICE)
11. Medication Therapy Adherence Clinic (MTAC)
12. Data Mining (PhARM)

1.2 Purpose and Objectives

This user manual outlines the maintenance security sub-module and its key features and functionalities. The
primary objective is to help guide user through the process of completing PhIS application process.

User will understand the following activities in details:
e User Profile
e User Roles

e Prescriber

1.3 Organised Sections
These are the sections within this document:
e Section 1 : Introduction
e Section 2 : Application Standard Features
e Section 3 : Maintenance Security

e Section 4 : Acronyms

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 1
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2. Application Standard Features

2.1 PhIS Legend

Standard Legend

Login to PhIS

Logout from PhIS

LOGIN

Reset Login Screen

Expand Menu

Display Home Tab

Expand Module

Close All Open Tabs

Refresh Screen

Add/Create New Record

Show Help

Mandatory Field

Calendar Icon

Close Window

Radio Button

Edit Record Cancel
Save & Add ltem ] Add Item to the list

E‘Eﬁpﬂ it 1o Excel Export and Open Report in : Automatically Display/Retrieve
Excel Format Box

(= Request 1 Request for Approval @ Cancel Request Cancel the Request

| ﬂ Send for Approval ‘ Send for Approval & Avprove ‘ Approve Transaction

Change Password

Change Login Password

Collapse Menu

Collapse Module

=

Search Record

Print

2

Search lcon

b

Checkbox

Delete Record

( m Delete 1

Delete Item from the list

Empty Text Box

Dropdown Box

@ Rekect |

Reject Transaction

U. MANUAL_ MAINTENANCE_SECURITY-10" E
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3. Maintenance Securit

Overview

The maintenance security module includes Implementing safe, organized, and efficient user
creation in PhIS

User Group
This module is intended for facility IT Staff

Functional Diagram

SECURITY

A A

3.1 3.2
User Profile User Roles

Figure 3.0

Functional Description
Maintenance Security comprises of several main functions:
e User Profile
This process is use by IT staff to create new account for PhIS user

e User Roles
This process is use by IT staff to assign roles for created user profile

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 3
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3.1 User Profile

3.1.1 To view and edit user profile

The function of this menu is to create edit existing PhlS user account

PHARMACY INFORMATION SYSTEM

R T

Q Q Bl Home  User Profilesx

E Home

Patient Management
Order Management
Inventory

Adverse Drug Reaction Login Name | ‘
Pharmacy Transaction First Name | ‘
MAR

Unit | ‘

Maintenance
) Pharmacy
[ Inventory
[l General
Security
Change Password
Manage Profile

USER PROFILE

‘T “\.T [ Export to Excel

Department

-N-N-N-N-N-

Designation

\
Last Name ‘
\
|

User Status

/230 | > | »

[1-10/2285]

Roles-Groups

Transfer Schedul
User Profile
User Roles

Obstetrics and
Gynaecology
General Paediatrics

Jururawat Masyarakat

WAD 13 (0&G)
KLINIK PAKAR KANAK-

Rights Login Name - First Name Last Name i Designation User Status 3
Groups
‘Groups-Rights c:
s Jururawat Masyarakat Opstefrics and DEWAN BERSALIN @ Active
Roles Gynaecology

W Active

E 2P Jururawat Masyarakat (Paediatric Medicine) KANAK | Active

. . R— General Paediatrics AR AT IE P

User Location Report i Jururawzt Masyarafat (Faediatric Medicine) WAD 17 (PAED) € Actve
Roles By User 57 e [ L Jururawat Masyarakat Opstefrics and DEWAN BERSALIN @ Active

Figure 3.1.1-1 User Profile

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘User Profile’

STEP 2

Search existing record based on below search criteria:
a) Login Name

b) First Name

c) Unit

d) Department

e) Last name

f) Designation

g) User Status

STEP 3
Click on button ‘User Profile’ for the detail records

STEP 4
Double click on selected ‘User Profile’ Details to view the record

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 4



PhIS & CPS Project
User Manual — Maintenance Security

(Ph[S

i

Legin Name
First Name

Last Name

Email

Contact No

User Status

Account Activated

Password Expiry Date

Le8 i= B i ] *  Department
= m e g e | Designation
‘ Supervisor
r g | * Valid From
BT = © Valid To
| Active |v|  DateCreated
ri0sian22 | Remarks
Counter

09-01-2019 04:15:37 PM

Mobile Access

-DAYCAL} |ADULT DAY CARE e

USER PROFILE

|14 ” General Medicine ‘ p|* Prescriber
|Jururawal Terlatih ‘ v | Prescriber Type
| | Prescriber Category

01/01/2015

Registration No |

|

01/01/2025

Join Date

|

31/07/2015 fn |

03012019

Prescriber Speciality

BCP Entry Access

v

v

nit Group

GRANTED LOCATION

+ Add New

il Delete

Selection

Default

Location Type

| A-DAYCARE

Location Code

| DAY CARE ADULT

Location Description

STEP 5

Figure 3.1.1-2 Editing User Profile

Click on

4

button to edit the selected record

USER PROFILE

i B @  x
Login Name L8 5= B &= | | Depariment |14 ||Genera|Memc|ne Pl Prescriber
First Name G = | Designation | Jururawat Terlatin v | Prescriber Type I:Er
Last Name ‘ | Supervisor | | Prescriber Category ‘ | - ‘,
Email o Dol e n = | Valid From 01/01/2015 ?| Registration No ‘ :
Contact No ‘ | Valid To 01/01/2025 ?| Join Date ‘,
User Status | Active v | Date Created an | Prescriber Speciality £
4
Passward Expiry Date ‘D?/0912022 E Remarks | BCP Entry Access
Account Activated Counter | - |
Mobile Access o
PHARMACY STORE
|um n-DAYCAN [ADULT DAY CARE | 2 Unit Group |unitward | ‘

GRANTED LOCATION

+ Add New

1l Delete

1

| A-DAYCARE

| DAY CARE ADULT

[1-1/1]

Figure 3.1.1-3 Updating User Profile

U. MANUAL_ MAINTENANCE_SECURITY-10" E
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STEP 6
To edit the profile field according to user information: -

Field Description Details
Login Name Only Identity Card or Passport Number can be Cannot Edit

used for login purpose to PhIS

Note

e One (1) user can only have one (1) login ID
to the system

First Name User first name according to identity card or Editable

passport
Last Name User last name according to identity card or Editable

passport
Email Email address for the user. Must use unique Editable

email.
Contact No Phone number for the user for the purpose of Editable

contacting

Note

User can put personal number, hospital number

or extension
User Status e User account status Changeable
Password Expiry Date User need to change password after this date Cannot Edit
Department User registered department in facility Changeable
Designation User designation in the facility Changeable
Supervisor User supervisor in the facility Editable
Valid from User account validity from Changeable
Valid to User account validity to Changeable
Date Created User account date created on Cannot Edit
Remarks User account remarks, if any Editable
Counter User’s counter, if applicable Changeable
Mobile Access User ability to access mobile app Changeable
Prescriber If user is a prescriber Changeable
Prescriber Type Type of prescriber of the user Changeable
Prescriber Category User’s category of prescriber Changeable
Registration No User'’s prescriber registration number Editable
Join Date User'’s prescriber date of joining Changeable
Prescriber Specialty User'’s prescriber specialty Changeable
BCP Entry Access User'’s right to access BCP entry Changeable
Account Activated User account activated Changeable

Table 3.1.1-1 Profile details

PHARMACY STORE

Unit Group

Unit [FPD  |[FARMASI PESAKIT DALAN | @

|Subst0re Level

STEP 7

To edit Pharmacy Store, click on

Figure 3.1.1-4 Pharmacy Store

to search for other requester unit

U. MANUAL_ MAINTENANCE_SECURITY-10" E
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Unit )
|Cance| H X

| =0
Unit Name @ | |

1 /9 || » [1-10/81]

Unit Code = Unit Name =

A-DAYCARE ADULT DAY CARE
Admin Admin
ANAES-OT ANAESTHETIC OPERATION THEATHER
APS ACUTE PAIN SERVICE
BLDBANK BLOOD BANK
CAPD CAPD
CDR CYTOTOXIC DRUG RECONSTITUTION
CKD MTAC CKD MTAC
CPN COMMUNITY PSYCHIATRIC NURSING
C55D Central Sterilization Service (C35U)

Figure 3.1.1-5 Select requester unit

STEP 8

Search for specific requester unit based on criteria
a) Unit Code

b) Unit Name

STEP 9
Click on MeSEEl button to search for related information

STEP 10
Select requester unit accordingly

GRANTED LOCATION

& AddNew | | [ Delete |

Selection | Default Location Type Location Code Location Description

O (@] PH FPL FARMAS| PESAKIT LUAR (SUBSTORE)
O (@] PH STORE STOR PERUBATAN (MAIN STORE}
O (@] PH MANF FARMAS| PENGELUARAN FARMASEUTIKAL
O (@] PH FPD FARMAS| PESAKIT DALAM (STOR UNIT)
® PH FPDF FARMAS| PESAKIT DALAM (FILLING)
[} PH FPLK FARMAS| PESAKIT LUAR (KAUNTER)
Figure 3.1.1-6 Granted Location
STEP 11

Click on default to select default location for user

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 7
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STEP 12
Click on (* """ t5 add new location

i © B || x
Location Group | 2| | |
Location
@
1 [a » bl [1-10/34]
[ ] Code = Description B
O A KLIMNIK DADA
1 5 011 Dewan Bedah 1 (DayCare)
O DC Wad 1 Wad 1 (Daycare)
O DCWad 2 Wad 2 (Daycare)
O DC Wad 3 Wad 3 (Daycare)
O DC Wad 4 Wad 4 (Daycare)
O DEMTAL KLIMIK. PERGIGIAN
O DMTAC DIABETIC MTAC
O ENDO Endoskopi
O HDU HEMODIALISIS (HDU)
Figure 3.1.1-7 New user location
STEP 13

To select specific location
a) Choose location group
b) Insert location name

STEP 14
Click on button to search for related information

STEP 15
Select location by tick on the checkbox

STEP 16

Click on the button to save the changes made and Figure 3.1.1-7 will appear

INFORMATION

@ INFOO679: Record has been saved successfully

Figure 3.1.1-8 Information

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 8
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GRANTED LOCATION

+ AddNew | | [ Delete | 18

1 /1 [1-6/6]

Selection | Default Location Type Location Code Location Description

O (@] PH FPL FARMASI PESAKIT LUAR (SUBSTORE)
(@] PH STORE STOR PERUBATAN (MAIN STORE)
(@] PH MANF FARMAS| PENGELUARAN FARMASEUTIKAL
PH FPD FARMAS| PESAKIT DALAM (STOR UNIT)
PH FPDF FARMAS| PESAKIT DALAM (FILLING)
PH FPLK FARMASI| PESAKIT LUAR (KAUNTER)

Figure 3.1.1-9 Delete granted location

Ooo0oooao

STEP 17
To delete existing granted location, untick the checkbox

STEP 18

. Delet .
Click on m| button to remove the selected granted location and

CONFIRMATION

@ CGNFDDDS &re you sure to delete this
‘_,r: record(s
Cancel Yes Mo

Figure 3.1.1-10

STEP 19
Click for confirmation for the editing process

a) Yes — system will proceed and save the record
b) No — no saving and changes will be done by the system
c) Cancel — system will return the user to the User Profile filling field screen

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 9
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USER PROFILE

(T 20)e o x

Login Name L&l B = | Department |14 “ General Medicine Fe \ Prescriber
First Name N mF= | Designation | Jururawat Terlatih v | Prescriber Type v
Last Name ‘ | Supervisor | ‘ Prescriber Category | - |‘
Email e |+ valid From 01/01/2015 | Registration No ‘ |
Contact No \ |= valid To 01/01/2025 ) Join Date 03/09/2019 @ |
User Status | Active v | Date Created 310772015 ]| Prescriber Speciality -
]
Password Expiry Date ‘DTIOBIQDZz E Remarks | BCP Entry Access
Account Activated 09-01-2019 04:15:37 PM Counter | v |
Mabile Access +
PHARMACY STORE

Unit A-DAYCAI |ADULT DAY CARE j Unit Group Unit/Ward

GRANTED LOCATION

+ AddNew [ Delete

, 7 [1-1/1]

Selection| Default Location Type Location Code Location Description

ES | A-DAYCARE | DAY CARE ADULT S

Figure 3.1.1-11 Saving user profile

STEP 20
Click on the button to save the changes made

CONFIRMATION

@«, COMFOO02: Are you sure you want to save?

Cancel Yes Mo @

Figure 3.1.1-12 Confirmation

STEP 21
Click for confirmation for the editing process

a) Yes — system will proceed and save the record
b) No — no saving will be done by the system
¢) Cancel — system will return the user to the User Profile filling field screen

STEP 22
Click on the E button and to close record

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 10
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3.1.2 To add new user profile
The function of this menu is to create new profile for PhIS user and add in into the system

(UMY PHARMACY INFORMATION SYSTEM
MENU HOSPITAL PAKAR SULTANAH FATIMAH, MUAR Logout
[#]=) Home  User Profilex
USER PROFILE
E Home
[ Patient Management — ? ‘ =
[ Order Management | i ‘ S G Export to Excel
O Inventory
o Adverse Drug Reaction Login Name | | Department | |
) Pharmacy Transaction First Name | | Last Name | |
ol MAR
Maintenance unit | | Designation | |
£ Pharmacy User Status A v |
[J Inventory
O General i
Security [1-10/3405]
4 -
Change Password 1 /341 R
Manage Profile
Rights Login Name First Name Last Name Designation = i User Status B
Groups
Groups-Rights od J
bl Pegawai Perubatan Pelatih | Multidiscipline Inactive
Roles o1 ol e
Roles-Groups 2 P - Pegawal Perubatan Pelalin | Administration - Inactive
Transfer Schedule ‘_I e
User Profile ATHHEHT o Pegawai Perubatan Pelatih | Administration = Inactive
User Roles L £k T KLINIK PAKAR
' o o 3 " v
User Location Report Pegawai Perubatan Pelatih | General Surgery PERUBATAN Inactive
Roles By User .J:rupu\ln R Anaesthesiology - ' Active
) Data Entry (Anggota)
[ Report/Enguiry cealilen Tomdii 678678 Pegawai Farmasi UF41 General Medicine - W Active

Figure 3.1.2-1 User Profile

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘User Profile’

Note

Click on the (= Exportto Excel button to save/view/print report in Excel format.

STEP 2

Click on | * | button to add new user profile to the system

USER PROFILE

| i Ble [x
Login Name | riment ‘ “ Foan Prescriber

First Name | 3 nation | v | Prescriber Type l:lz\&

Last Name | | Supervisar ‘ | Prescriber Category I:E | :

Email [ |* vaiid From 15/10/2019 = Registration No \:I :

Contact No [ =)

| © Valid To 15/10/2019

Join Date 15102019 ||

-
= 2
User Status | Active v |  DateCreated 151012019 3 | Prescriber Speciality
A

Password Expiry Date |1 5/10/2018 | Remarks ‘ BCP Eniry Access

Account Activated I:I Counter | v

Mobile Access

PHARMACY STORE

Unit Group

Selection | Default Location Type

Location Code Location Description
No Recor nd!

Figure 3.1.2-2 Add new user profile

. MANUAL_ MAINTENANCE_SECURITY-10" E Page 11
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Note
o Default system password for first time user is
phis123
¢ Password can be reset to default system

password by clicking B button

STEP 3
Fill the user profile field accordingly :-
Field Description Remarks
Login Name Only Identity Card or Passport Number can be
used for login purpose to PhIS
Note
e One (1) user can only have one (1) login ID
to the system
Password User password for login into the account Cannot create new

password as password is
defaulted to phis123

Retype password

Secondary confirmation for the first password
when enter for changes

Cannot Edit

First Name User first name according to identity card or
passport

Last Name User last name according to identity card or
passport

Email Email address for the user. Must use unique
email

Contact No Phone number for the user for the purpose of

contacting

Note
e User can put personal number, hospital
number or extension

User Status

User account status

Password Expiry Date

User need to change password after this date

Note
e User must change password upon their first
login

Note
e Important to change or else the account by
default has only 1 day validity

Department User registered department in facility

Designation User designation in the facility

Supervisor User supervisor in the facility

Valid from User account validity from Default to today’s date
Valid to User account validity to Default to today’s date

Date Created

User account date created on

Default to today’s date.
Cannot be edited as this is
system generated

Remarks User account remarks, if any
Counter User’s counter, if applicable
Mobile Access User ability to access mobile app
Prescriber If user is a prescriber

Prescriber Type Type of prescriber of the user

Prescriber Category

User’s category of prescriber

Registration No

User’s prescriber registration number

Join Date

User’s prescriber date of joining

Default to today’s date

U. MANUAL_ MAINTENANCE_SECURITY-10" E
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Prescriber Specialty User’s prescriber specialty
BCP Entry Access User’s right to access BCP entry
Table 3.1.2-1

PHARMACY STORE

Unit ‘ H ‘ P, o Unit Group ‘ |

Figure 3.1.2-3 Search pharmacy store
STEP 4

Click on """ to search related requester unit for the user

Unit —
Unit Code [ Q Search |

Unit Mame

1[4 » » [1-10/34]

ARE @ UNIT KECEMASAN & TRAUMA

cssuU UNIT STERILE

ENDO ENDOSKOP!

FPD FARMAS| PESAKIT DALAM (SUBSTORE)

FPDF FARMASI PESAKIT DALAM (FILLING)

FPL FARMASI PESAKIT LUAR (SUBSTORE)

FPLK FARMASI PESAKIT LUAR (KAUNTER)

HDU HEMODIALISIS (HDU)

Ic Infection Contral

IcU ICU (UNIT RAWATAN RAPI)

Figure 3.1.2-4 Unit Selection

STEP 5
Select requester unit for the user

Note

e One (1) user or personal can only have one (1) requester unit
e The user on holds the responsibility for all the process involving inventory process in the selected unit

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 13



PhIS & CPS Project
User Manual — Maintenance Security mls

Wty o el Mdagse

USER PROFILE
i R @ | x
Login Name ‘I':I' it | *  Department |D2 “Aﬂaesthﬁlc\ugy » \ - Prescriber i
First Name ‘ I S | Designation | Pegawai Perubatan Pakar v |* Prescriber Type | Resident - |x
Last Name ‘ - ET | Supervisor | ‘ Prescriber Category \ Consultant/Specialists hd ‘A
Email ‘PH\S@MOH,GD\/MY | * valid From 15/10/2010 ?\ Registration No \1234 \
Contact No 014546789 |- veiaTo 15/10/2019 & Join Date 15102019 #

General Medicine/multidisiplin * j
User Status | Active - | Date Created 15/10/2019 el Prescriber Speciality
2
Password Expiry Date ‘1511 02019 | Remarks [ BCP Entry Access @
Account Activated : Counter | v |
Mobile Access ri

PHARMACY STORE
Unit ANEC KLINIK ANAESTHESIA j Unit Group Unit/\Ward
‘GRANTED LOCATION

+ AddNew  [fl] Delete |

1 i
Selection | Default Location Type Location Code Location Description

Figure 3.1.2-5 Saving user profile
STEP 6

Click on the button to save the changes made

Note

e Profile need to be save in order to make selection for location.
e System will retrieve location data after saving.

e Use same email address to register for another user. Alert message will be displayed if same email
use for another user registration as per Figure 3.1.2-6.

INFORMATION

@ INFOS055: Email is already used by other user.
Flease enter other valid email

oK

Figure 3.1.2-6 Alert Information

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 14
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e Once registration is successful and alert message will appear as per Figure 3.1.2-7

INFORMATION

s INFOB056: Activation/Reactivation email successiull
to send to registered user email

oK

Figure 3.1.2-7 Alert Information

¢ Activation email will be sent to registered email address with temporary password. User to activate
their account by click on activation link.
o If user try to login without activate their account, alert will be displayed as per Figure 3.1.2-8 after user

enter their user ID.

MINISTRY OF HEALTH, MALAYSIA

PHARMACY INFORMATION SYSTEM

Hospital Seri Manjung

Usemname  doctori
Password
Location -

Counter -

a LOGIN

Please activate your account from activation email sent to your registered email

Figure 3.1.2-8 Alert Information

e Once user is activated (update activation info in user profile), login screen will be displayed. User to

login using temporary password sent to their email as per Figure 3.1.2-9.

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 15
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* & =  Pharmacy Information System (PhIS) - Activation Email - Message (Pl...

Message Help Q Tell me what you want to do

phis com.my 7 com.my 11:45 AM

Pharmacy Information System (PhlS) - Activation Email “w

Hello Sir/Madam,

Your account is created and must be activated in 24 hours before you can use it.
To activate the account, click on the following link: http://10.1.1.101:8080/iphis/activation/121595173.do After
activation you may login to http://10.1.1.246:8080/iphis using the following username and password:

Username: doctorl
password: sB16adE)

Thank You

Figure 3.1.2-8 Password Activation Email Screen

e After login using temporary password, alert will be displayed as per figure3.1.2-9. User must change
their temporary password before they can proceed with any transaction. After changed, user must

login with new password to proceed with transaction.

CHANGE PASSWORD

g Please change your temporary password. You
cannot proceed without changing your password!

OK

Figure 3.1.2-9 Alert Information

e [f ‘Activated date and time’ value is blank, administrator can re-send the activation email to the user.
New activation email will be sent to that user with new activation link. User can activate their account

using latest email only.
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USER PROFILE
L] [+ ]zl )x]
Login Name ser3 *  Department [zs H Pharmacy | 2] Prescriber &
First Name User 3 Designation ‘F‘egawa\ Farmasi UF41 | A \ Prescriber Type \'
Last Name Supervisor [ } Prescriber Category | N
Email user3@cmg.com.my *  Valid From | Registration No ABCINM -
Contact No 0123456789 * vaidTo | Join Date @m]”
Pharmacy/Pharmacy e
User Status Active v |  DateCreated (| Prescriber Speciality
Password Expiry Date aospo1e | Remarks [ BCP Entry Access O
Account Activated [ |[m]]| couter I
o Mobile Access O

Figure 3.1.2-10 User profile screen

e If user already activated, re-send email function will be hidden as per Figure 3.1.2-11

USER PROFILE

Login Name
First Name
Last Name
Email

Contact No
User Status

Password Expiry Date

Account Activated

doctor1 :
Dr Ahmad

\Abdullah

user@email com my *
0123456789 :

Active - |

24/03/2020 E
120-05-2019 11:54:52 AM

Department
Dasignation
Supervisor
Valid From

Valid To

Date Created

Remarks
Counter

Mobile Access

[zz ” Orthopaedic and Traumatology | 2)*

‘ Pagawai Perubatan

oo o)
E—

2000512019 B

—

O

Prescribar
Prescriber Type
Prescriber Category
Registration No

Join Date

Prescriber Speciality

BCP Entry Access

%4
)
Medical Officer/House Officer | v |

MA1213
29/05/2019 @l"

Orthopaedic/Orthopaedic ry

[m]

Figure 3.1.2-11 User profile screen
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USER PROFILE

| i ‘Ble |x
Login Name |E?I19153D5425 | Department ‘DZ ||Anaestnasmlugy Pl ‘ N Prescriber vl
First Name |'II-'\- [ ] | Designation | Pegawal Perubatan Pakar v | Prescriber Type | Resident - \‘
Last Name | T | Supervisor ‘ ‘ Prescriber Category \ Consultant/Specialists v |x
Email |Pr1s@mor sovmy |* vaiid From 15/10/201%8 @) Registration No [1234 |
Cantact No |D14€54-5739 | Valid To 15/10/2019 B Join Date 1510/2019 |
— General Medicine/multidisiplin * j
User Status | Active v | Date Created 15/10/2019 i | Prescriber Speciality
A
Password Expiry Date |15{1012019 |E Remarks ‘ BCP Enfry Access "
Account Activated l:” = Counter | v |
Mabile Access rd
PHARMACY STORE
‘Unit [anEc  [[aumik anagsTHESIA | o Unit Group [uritrwara | ‘l
‘GRANTED LOCATION
+ AddNew  [ff Delete |
1 i3 |2 | > [1-10/21]
Selection | Default Location Type s Location Code s Location Description B
c AUDC KLINIK AUDIO
c ANEC KLINIK ANAESTHESIA
c DENC KLINIK DENTAL
c EYEC KLINIK PAKAR OF TALMOLOGI
c ENDC KLINIK ENDCKRIM

Figure 3.1.2-12 Editing user profile

STEP 7

Click on to edit the selected record as per Figure 3.1.2-11

GRANTED LOCATION

1 /1 [1-6/6]

Figure 3.1.2.13 Add new granted location

STEP 8
Click on "* "% +5 add new location
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To select specific location
a) Choose location group
b) Insert location name

STEP 10

STEP 11
Select location by checking on the box

STEP 12

Click on button to search for related information

Click on the button to save the changes made and Figure 3.1.1-15 will appear

i e || B x
Location Group | 2| | |
Location @
1 [4 > v [1-10/34]
[ ] Code = Description B
mﬁi\ KLIMIK DADA
0T Dewan Bedah 1 (DayCare)
O DC Wad 1 Wad 1 (Daycare)
O DC Wad 2 Wad 2 (Daycare)
O DC Wad 3 Wad 3 (Daycare)
O DC Wad 4 Wad 4 (Daycare)
O DENTAL KLIMIK PERGIGIAN
O DMTAC DIABETIC MTAC
O ENDO Endoskopi
O HDU HEMODIALISIS (HDU)
Figure 3.1.2-14 Selecting location
STEP 9
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INFORMATION

@ INFOOG879: Record has been saved successfully

Figure 3.1.2-15 Information

GRANTED LOCATION

& AddNew | | {flf Delete | 14

1 /1 [1-6/6]

Selection | Default Location Type Location Code Location Description
O @] PH FPL FARMASI PESAKIT LUAR (SUBSTORE)
O (@] PH STORE STOR PERUBATAN (MAIN STORE)
O O PH MANF FARMASI PENGELUARAN FARMASEUTIKAL
O O PH FPD FARMASI PESAKIT DALAM (STOR UNIT)

PH FPDF FARMASI PESAKIT DALAM (FILLING)
O @] PH FPLK FARMASI PESAKIT LUAR (KAUNTER})

Figure 3.1.2-16 Delete granted location

To delete existing granted location, untick the checkbox

STEP 14

Click on M' button to remove the selected granted location and figure 3.1.2-17 will appear

CONFIRMATION

@-., COMFOO05: Are you sure to delete this
,:.f' record(s) ?

Cancel Yes Mo

Figure 3.1.2-17 Confirmation
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USER PROFILE

(4 @ B@ | x
Login Name Lal B8 | = ‘ Department ‘14 ||GeneraIMed\cine pe |’ Prescriber @
First Name B REE L) 3 ra ‘ Designation | Jururawat Terlatih v | Prescriber Type l:E‘u
Last Name [ | Supenisor \ | Prescriber Category | ‘ v
Email e L e | Valid From 01/01/2015 ol Registration No | |
Contact No | |* ValdTo 01/01/2025 i | Join Date 03/09/2019 m|
User Status | Active ¥ | Date Created 31/07/2015 oy | Prescriber Speciality -
e

Password Expiry Date |D7ﬂ09i2|}22 E Remarks ‘ BCP Entry Access
Account Activated 09-01-2019 04:15:37 PM Counter ‘ - ‘

Mabile Access <
PHARMACY STORE
|Umt laDavCAl|[ADULT DAY CARE |2 Unit Group [unitwarg | ‘

GRANTED LOCATION

+ AddNew i Delete

DC A-DAYCARE DAY CARE ADULT -

Figure 3.1.2-18 Saving changes
STEP 15

Click on the button to save the changes made

CONFIRMATION

@«, COMFO002: Are you sure you want to save?

Wl

Cancel Yes Mo

Figure 3.1.2-19 Confirmation

STEP 16

Click for confirmation for the editing process

a) Yes — system will proceed and save the record

b) No — no saving will be done by the system

c) Cancel — system will return the user to the User Profile filling field screen

STEP 17
Click on the E button and to close record
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3.1.3 Manage Profile
The function of this menu is to manage profile for PhIS user into the system

PHARMACY INFORMATION SYSTEM

MENU HOSPITAL PAKAR SULTANAH FATIMAH, MUAR Logout
a G Home  Manage Profilex

] Home USER INFORMATION

[ Patient Management "7. |7/
O Order Management z

0 Inventory Login Kame I:I Department ‘35 || General Surgery ‘ Nk Prescrier v

o) Adverse Drug Reaction .

[ Pharmacy Transaction First Name L . Designation ‘Pegawai Perubatan Pakar | A4 \ Prescriber Type v |

" o N

. Prescriber =
Last Name: |Administrator Supervisor Consultant/Specialists v
21 Maintenance P ‘ ‘ Categary o |
3 Pharmacy Email - | v 151112012 @] Registration No  [45454 I
Invent e = —
& Inventory 1324588 | o 151172029 &l Join Date 01/05/2016 |

7 Security Prescrier General Medicine/multidisiplin
Change Password T Status v | DateCreate LR ol Speciality

Manage Profile
assword Expiry Date  [20/08/2020 Remarks ‘ BCP Entry Access

. Contact No
G General i

%

Rights

Groups Account Activated 22052019 10:1757 AM Counter v |
Groups-Rights

Roles Mobile Access v
Roles-Groups
Transfer Schedule
User Profile
User Roles
User Location Report
Roles By User
2 Data Entry
0 Report/Enquiry

Figure 3.2.1-1 Manage Profile Screen

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Manage Profile’

STEP 2

Click on 4 button to edit the profile.

STEP 4

On click of edit function, only the following fields will be enabled:
i. Email
. Contact no

Note

Other fields will be disabled and only can be changed by system administrator
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@ PHARMACY INFORMATION SYSTEM

R L

[+]=] FHome  Manage Profilex
USER INFORMATION
[ Home
3 Patient Management (7
) Order Management
3 Inventory Login Narme fmn ]+ Depanment 14 || General Meicine &) Prescriber v
O Adverse Drug Reaction .
: - oovisin pomvarenson o [+ Pt oe 2
O Pharmacy Transaction
O MAR Last Name Supervisor [ | Prescriver Category | Gansultant/Specialists -
3 Pharmacy —_— :
3 Inventory Contact No o |= vaiiaTo 151172012 B Join Date: 010112015 &)
3 General General Paedistrics/General )
) Security User Ststus v | Date Created 030572017 &) Proscriber Speciality |Paediairics
+ Change Password i 4
+ Manage Profile | Pessword Expiry Dale Remarks [ BCP Entry Access
* Rights Account Activated l0-09-2012 05:03:21 PM Countsr 1 -
+ Groups i
+ Groups-Rights Mobile Access v
+ Roles

+ Roles-Groups

+ Transfer Schedule

+ User Profile

+ User Roles

+ User Location Report
+ Roles By User

Figure 3.2.1-2 Manage Profile Screen

STEP 5

Click on the button to save the changes made
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3.2 User Role

3.21 To edit and view User Role

User role is define as set of roles for a user in order to use functions in PhIS to fulfill their job
scope in the facility

PHARMACY INFORMATION SYSTEM

MENU HOSPITAL PAKAR SULTANAH FATIMAH, MUAR

[#]=) Home  User Rolesx
USER ROLES
El Home
[l Patient Management ———
[ Order Management | z ‘ <o EEKD“ to Excel o B
O Inventory Users Available Roles  Granted Roles
[ Adverse Drug Reaction
o Pharmacy Transaction User Name | ‘ @ User 1D | ‘ Role Description |
o MAR |
Designation Status | Al | Se:
Maintenance |7‘ = T 1

114 | > | » [1-10/138]

(~)

Pharmacy

11072208 -
o Inventory 1230 Rl [0 =nere granted Role Description
o General UseriD = User Name +| Statuss Designation 3 Drug Info - Allow to verify and respond only
Security i TSI == Active Jururawat Terlatih rug Info - Allow to verify only
Change Password Lis 4 i E Active Jururawat Terlatin ug Info - Allow to respond only
Manage Profile -
Rights 1o A SR R Active Jururawat Terlatih ingle Stage Dispensing
Groups Ll S B “ Active Jururawat Masyarakat Tasklist to view reject record for receiving from supplier (Inactive)
Groups-Rights Active Jururawat Masyarakat Radiopharma Reqistration Personel
Roles . o | S Active | Ketua Jururawat Registration Personel
Roles-Groups i |3 = . o Dt - - o
Al L Active Penolong Pegawai Perubatan Pharmacist that can view Patient Quick Registration screen (Inactive)
Transfer Schedule . ; )
User Profile | L o ¥ Active Jururawat Terlatin Pharmacist that can edit Patient Quick Registration screen (Inactive)
User Roles LE- =L H g e gy p Active Ketua Jururawat Pharmacist Verify Extemp (Inactive)
User Location Report " Active Jururawat Terlatih
Roles By User
[ Data Entry

[ Report/Enquiry

Figure 3.2.1-1 User Roles

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘User Roles’

STEP 2

Search existing record based on below search criteria:
a) User Name

b) User ID

c¢) Designation

D) Status

STEP 3
Click on MaSsEll button to search ‘User Name’

STEP 4
Click on the “User Name’ of the user

STEP 5
Check on the available roles to give access

STEP 6Click on the button to save the changes made

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 24



B
y 4
) [
N—

Wty o el Mdagse

PhIS & CPS Project

User Manual — Maintenance Security

To add new user roles

S

PHARMACY INFORMATION SYSTEM

— ~
Q U ﬁ Home | User Roles *
El Home USER ROLES
L Patient Management i O B
L Order Management
Users Available Roles | Granted Roles
O Inventory
Role Description Search
[ Adverse Drug Reaction User Name o
Gl Pharmacy Transaction Designation 1 f14 » [1-10/136]
o MAR 1 /192 ] i J ]
E - 1-10/ 1918 z B
7 Maintenance & granted Role Description >
Ll Pharmacy User Name B Designation < || Administrator Role (Inactive)
]
ool il
nentorny O Auditor View
L General
E ]
4 Security Rosita Binti Abdullah@Evelyn Wunga Balang Jururawat Terlatih EIEEEFEEEE
Change Password O Chief Pharmacist
Rights ZULHISHAM FAIZAL KONG BIN ABDULLAH iR
Groups O Chief Pharmacist that can edit KPK screen (Inactive)
v ROSITABT ABDULLAH @ EVELYN MUNGA BALANG | Jururawat Terlatih
Groups-Rights O Chief Phmcst - PKD (Inactive)
Jururawat
Roles KONG CHUQ HIONG
Wasyarakat O Consultant’Specialist
Roles-Groups . ! .
enolong Pegawai
Transfer Schedule, CHONG 3HUITSHIN Farmasi UF26 O Drug Info - Allow to respond only
User Profile Jururawat O Drug Info - Allow to verify and respond only
User Roles SUPANG GAING Masyarakat
u N tico Doooct | % | Drug Info - Allow to verify anly

STEP 1
b) Designation
STEP 2
a) User Name

STEP 3

STEP 4

STEP 5

STEP 6

Figure 3.2.2-1 User role

Click on the “User Name’ of the user

Check on the available roles to give access

Search existing record based on below search criteria:

Click on BaSSEl button to search ‘User Name’

Click on the button to save the changes made

Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘User Roles’
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3.3 Transfer Schedule
3.3.1 To edit and view transfer schedule

% PHARMACY INFORMATION SYSTEM
_ HOSPITAL PAKAR SULTANAH FATIMAH, MUAR Logout
Q Q B | Home | Transfer Schedule *
E Home TRANSFER SCHEDULE
Ol Patient Management i +
[ Order Management
Prescriber Name e Effective Date i}
O Inventory
Ol Adverse Drug Reaction
£} Pharmacy Transaction
Y ] 1 |/1 [1-1/1]
£ MAR E
Prescriber o 2 Effective Date Status
2l Maintenance
¢ | AAINAA NADIAH BINTI ABD RAZAK ‘ 30/08/2016 ‘ PENDING
G Pharmacy
Ol Inventory :
Ll General
2 Security
Change Password
Rights
Groups
Groups-Rights
Roles
Roles-Groups
Transfer Schedule

Figure 3.3.1-1 Transfer Schedule

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Transfer Schedule’

STEP 2

Search existing record based on below search criteria:
a) Prescriber Name

b) Effective Date

STEP 3
Click on BRSEEEEM button to search ‘Transfer Schedule’

STEP 4
Double click on the “Prescriber Name’ of the record
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TRANSFER SCHEDULE
+ |/ W @ | x

[-‘\AINA‘\ MNADIAH BINTI ABD RAZAK 2 @

Prescriber Mame

-
3 | *

Effective Date [30!’08:’2015

Status [PENDING |
LOCATION

+ AddNew ] Delete

[1-1/1]

1 /1

Description

UNIT PENGIMEJAN DAN DIAGNOSTIK Clinic

Figure 3.3.1-2 Editing transfer schedule

STEP 5 -
Click on l_,_] to edit the selected record

+
»

TRANSFER SCHEDULE
i = )

Prescriber Name [AAINAA MADIAH BINTI ABD RAZAK 2|

Effective Date 30/08/2016

Status [PENDING |
LOCATION

+ AddNew [ Delete

1 /1 [1-1/1]
Description
‘ [l ‘ KR UNIT PENGIMEJAN DAM DIAGMOSTIK Clinic
Figure 3.3.1-3 Updating transfer schedule
STEP 6

Click on the ‘Effective Date’ to change the date

Note

o Effective date can only receive date before the current date in other terms, back dated is not available and

will not be approve or captured by the system
¢ Error notification will appear if back dated is inserted
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TRANSFER SCHEDULE

i + @ | x
Prescriber Name [ AAINAA NADIAH BINTI ABD RAZAK 2
Effective Date 30/08/2016 i
Status [PENDING |

LOCATION

+ AddNew (i Delete

Description

‘ O ‘ XR UNIT PENGIMEJAN DAMN DIAGMNOSTIK Clinic

Figure 3.3.1-4 Selecting prescriber

STEP 7
Click "* %" t5 add new location to the prescriber
+ AddNew [ Delete
Location . X
Code Description
Ocem | o
1 5 » Bk [1-10/41]
Code = Description -
0T DEWAM BEDAH 1
DCOT1 Dewan Bedah 1 (DayCare)
oT2 DEWAMN BEDAH 2
LR DEWAM BERSALIMN
DMTAC DIABETIC MTAC
EMDO Endoskopi
METHA FARMASI METHADOME
MAMNF FARMASI PENGELUARAN FARMASEUTIKAL
FPDF FARMASI PESAKIT DALAM (FILLIMNG)
FPD FARMASI PESAKIT DALAM (STOR UMIT)

Figure 3.3.1-5 Selecting location

STEP 8

Search existing location record based on below search criteria:
a) Code

b) Description

STEP 9
Click on button to search record

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 28



PhIS & CPS Project
User Manual — Maintenance Security mls

STEP 10
Click on the selected location record

TRANSFER SCHEDULE

i + @ | x
Prescriber Name [ AAINAA NADIAH BINTI ASD RAZAK 2
Effective Date 30/08/2016 |
Status [pEnDING |

LOCATION

4+ AddNew | i Delete @
1 /1

[1-2/2]

Description

DEWAN BEDAH 1 Mursing Unit

UNIT PENGIMEJAN DAN DIAGNOSTIK Clinic

Figure 3.3.1-6 Deleting location

STEP 11
Untick the selected location to deleted

Step 12 .
Click on M| to remove unwanted location
CONFIRMATION
@«, CONFOO05: Are you sure to delete this
&Y record(s) ?
ves [ he | (@9
Figure 3.3.1-7 Confirmation
STEP 13

Select to proceed with process

a) Cancel — No Changes would be done and return to page in figure 3.3.1-4

b) Yes — Changes will be save and Figure 3.3.1-8 will appear on completed process notification
¢) No — — No Changes would be done and return to page in figure 3.3.1-4

INFORMATION

@ INFO0B79: Record has been saved successfully

Figure 3.3.1-8 Information
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TRANSFER SCHEDULE

i En®

+ B @
Prescriber Name [AMNM NADIAH BINTI ABD RAZAK »
Effective Date 30/08/2016 |+

Status PENDING |

LOCATION
+ Add New il pelete

1 /1 [1-2/2]

O oT1 DEWAN BEDAH 1 Mursing Unit
O xR UNIT PEMNGIMEJAN DAN DIAGMOSTIK Clinic
Figure 3.3.1-9 Saving record
STEP 14

Click on the button to save the changes made

CONFIRMATION

@-., COMFO002: Are you sure you want to save?

Cancel Yes Mo

Figure 3.3.1-10 Confirmation

STEP 15
Select to proceed with process
a) Cancel — No Changes would be done and return to page in figure 3.3.1-6

b) Yes — Changes will be save and Figure 3.3.1-11 will appear on completed process notification
¢) No — — No Changes would be done and return to page in figure 3.3.1-6

INFORMATION

@ INFOO0&E79: Record has been saved successfully

Figure 3.3.1-11 Information
STEP 16
Click on the E button and to close record and finish
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3.3.2 Add new Transfer Schedule

PHARMACY INFORMATION SYSTEM

_ HOSPITAL PAKAR SULTANAH FATIMAH, MUAR Logout

@ E B | Home | Transfer Schedule *
= Home TRANSFER SCHEDULE
Patient Management i +

v
Ll Order Management
Prescriber Name 2 Effective Date jm]

O Inventory
0 Adverse Drug Reaction
O Pharmacy Transaction 1 /1 [1-1/17
o MAR :

Prescriber Name L] Effective Date * Status s
2l Maintenance

1 | AAINAA NADIAH BINTI ABD RAZAK 30/08/2016 ‘ PENDING

[ Pharmacy

Gl Inventory

Cl General

2l Security
Change Password
Rights
Groups
Groups-Rights

Roles
Roles-Groups
Transfer Schedul

Figure 3.3.2-1 Transfer Schedule

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Transfer Schedule’

STEP2
Click on|_* | button to add new Transfer Schedule

TRANSFER SCHEDULE

+ A @ x

Prescriber Name R
Effective Date & |+
Status | |

LOCATION
+ Add New i Delete

1 /1

4

Type

Ar

Description

44

| Code

No Record Found

Figure 3.3.2-2 Add New
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3.4 Change Password
3.4.1 To edit password

)

%t,. PHARMACY INFORMATION SYSTEM

E—
— ~

Q U Home | Change Password *

[ Patient Management B x

[ Order Management

3 Inventory Current Password

[ Adverse Drug Reaction New Password

o

o

8

Pharmacy Transaction ReType Password

MAR Note: Password is case sensitive, Minimum & Characters, Allowed only A-Z, a-z and 0-9, Format must be ic

Maintenance
L Pharmacy
L Inventory
L General

2 Security

Change Password
Rights
Groups

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Change Password’

Figure 3.4.1-1 Change Password

STEP 2

Insert details for password

a) Current password — the current used password

b) New password — new suggested password

c) Retype password — retype the new suggested password

STEP 3
Click on the button to save the changes made and figure 3.4.1-2 will appear

INFORMATION

@ INFOO652: Password Updated Successfully!

Figure 3.4.1-2 Information
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% PHARMACY INFORMATION SYSTEM

= ~
Q U E Home Rights = :
=] Home RIGHTS
O Patient Management i 0
&) Order Management
& Inventory Right Name Right Type v
O Adverse Drug Reaction
Right Description
O Pharmacy Transaction
2 Maintenance :
_— 1 J231 > ¥ 1-18/4154]
armac)
v . Right Name B Right Description B Type s
& Inventory
~
5 General ] abc Method
& Security : AddllssueQtyPopup_Help Component
Change Password adr_confirm Component
Right:
1 1ahts adr_verify Component
Groups
Groups-Rights adverseDrugReactionNewListWindow Page
Roles allergiesDiagnasisDialogWindow Page
Figure 3.5.1-1 Rights

Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Rights’

STEP 2

Search existing record based on below search criteria:
a) Right Name

b) Right Description

¢) Right Type

STEP 3
Click on button to search ‘Right’
STEP 4

Double click on the “Right Name’ the of the existing record

SECURITY-SINGLE-RIGHT

#g DETAILS

x (o

Right Mame adr_verify ’
Description ‘
Type Component

Figure 3.5.1-2 Rights Details

STEP 5
Click on the E button and to close record
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3.6 Groups
3.6.1 To view groups

{UNY PHARMACY INFORMATION SYSTEM
MENU HOSPITAL MIRI Logout
P — ~
D U E Home Groups *
El Home GROUPS
¥ .
Patient Management i 0
L Order Management
L Inventory Group Name Description
[ Adverse Drug Reaction
£ Pharmacy Transaction Q‘ EERE
O MAR
@ Waintenance i Group Name Description
L) Pharmacy . ; . ~
. Adjustments_SendForApproval Send to pharmacist for approve or reject
O Inventory
5 General Adjustment_STV_SI_INV_Approval Allow to approve Adjustment
2 Security i Adjustment_STV_SI_INV_Edit Allow to edit Adjustment { Stock Taking & Verification) - Store Inventory INV screen
Change Password Adjustment_STV_SI_INV_View Allow to view Adjustment (Stack Taking & Verification) - Store Inventory INV screen
Rights ADM_Active_Ingredient_Edit Allow to edit Active Ingredient GEN screen
Groups
1 ADM_Active_Ingredient_View Allow to view Active Ingredient GEN screen
Groups-Rights
Roles ADM_Admin_Route_Edit Allow to edit Admin Route GEN screen
Figure 3.6.1-1 Group

Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Groups’

STEP 2

Search existing record based on below search criteria:
a) Group Name

b) Description

STEP 3
Click on button to search ‘Group’
STEP 4

Double click on the “Group’ the of the existing record

SECURITY-GROUP

f5 DETAILS

|I|
(o)

Group Name |Adjustments_SendFo rAppraval

Send to pharmacist for approve or reject
Description

Figure 3.6.1-2 Group details
STEP 5

Click on the E button and to close record
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3.7 Groups Rights
3.7.1 To view groups rights

PHARMACY INFORMATION SYSTEM

T
Ea °

I0SP]
ﬁ Home Groups-Rights * *

El Home GROUPS-RIGHTS
L1 Patient Management 2
L Order Management -
- Groups Possible Rights | Only Granted Rights
nventory
N [ an DF‘agss [Jrans [Imenu Categories [Imenu tems [Juethods [classes DCumpnnems
[ Adverse Drug Reaction Group Name Q, Search
[ Pharmacy Transaction
1 f42 » wl [1 1
o MAR 1 f231 » ¥ [1-18/4154]
& Maintenance £ Group Name
Granted Right Name B Type B
O/ Pharmacy
O Inventory O abe Wethod =
s ' Adjustment_STV_SI_INV_Approval
O General
P ) y O AddllssueQtyPopup_Help Component
B Security ¢ | Adjustment_STV_SI_INV_Edit
Change Password Adjustment_STV_SI_INV_View O adr_confirm Compaonent
Rights ADM_Active_Ingredient_Edit O adr_verify Component
Groups
ADM_Active_Ingredient_View (| adverseDrugReactionNewListWindow Page
1 Groups-Rights
Roles N e e (| allergiesDiagnosisDialogWindow Page
ADM_Admin_Route_View
Roles-Groups - - B 1 ApproveSpecialDrugListModelltemRenderer Page
Figure 3.7.1-1 Groups Rights

Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Groups Rights’

STEP 2
Search existing record based on below search criteria:
a) Group Name

STEP 3
Click on button to search ‘Groups Rights’

STEP 4
Click on Group Name

STEP 5

Click on tab to view related information
a) Possible Rights

b) Only Granted Rights

Note
e The checkbox is available to check however system will not capture any changes done because the
authority is for only HQ to do

U. MANUAL_ MAINTENANCE_SECURITY-10" E Page 35



PhIS & CPS Project
User Manual — Maintenance Security mls

Wty o el Mdagse

3.8 Roles
3.8.1 To view roles

PHARMACY INFORMATION SYSTEM

— ~
Q U Home | Roles *
E] Home ROLES
L Patient Management :- Qo
L Order Management
O Inventory Role Name Description
L Adverse Drug Reaction
Q, Search
L Pharmacy Transaction
L) MAR | 1 j14 > bl 1-10/136]
2 Maintenance E Role Name - Description e
O Pharmacy ] All_Dist_Indent_App Tasklist Indent Approval \ (o]
& Inventory
All_Dist_lss_App Tasklist Issuing Approval - Offline/DirectWard Stock
L General |
@ Security ¢ | AllLDist_lss_TI Tasklist Pending to Issue Tasklist
Change Password All_Dist_Rig_App Tasklist RIQ Approval
Rights All_Dist_Stk_Trn_App Tasklist Stock Transfer Approval >
Groups
All_Ec_Gen_Rcl_App Tasklist RCL approval
Groups-Rights
Roles All_Ec_Near_Exp_App Tasklist Near Expiration
Roles-Groups All_Pc_App Tasklist Product Complaint Approval
Transfer Schedule All_Proc_Asd_App Special Drug (Request Order) Approval J

Figure 3.8.1-1 Roles

STEP 1
Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Roles’

STEP 2

Search existing record based on below search criteria:
a) Role Name

b) Description

STEP 3
Click on button to search ‘Roles’
STEP 4

Double click on the “Role Name’ the of the existing record

(7] °

Hjj DETAILS
Fole Mame AlI_Dist_Indent_App

Taskist Indent Approval
Description

Figure 3.8.1-2 Roles Details
STEP 5

Click on the E button and to close record
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3.8.2 Roles by user

PHARMACY INFORMATION SYSTEM

HOSPITAL PAKAR SULTANAH FATIMAH, MUAR

G Q [l Hom=  Roles By Userx

I Home ROLES BY USER

0 Patient Management

PR
Ol Order Management | 1 ‘ b

& Inventory
o) Adverse Drug Reaction - .
3 Pharmacy Transaction ‘ oles | Available Users ~ Granted Users
o MAR User Namel | Search
N Role Des:r\pnonl | Q, Search Q
“ Maintenance |
0l Pharmacy 1 114 s | » [1-10/4138] 1 1341 > ] » [1-10/3405]
[ Inventory
5 General Role Description s granted User Name 4 Designation *
Security Administrator Role (Inactive) L2 Pegawai Perubatan Pelatih
Change Password a= r E Pegawai Perubatan Pelatih
Manage Prefile Change Password e S L Pegawai Perubatan Pelatih
Rants i P Perubatan Pelatih
Groups Chief Pharmacist egawal Perubatan Pelati
Groups-Rights Chief Pharmacist that can edit KPK screen (Inactive) Jurupulih Perubatan (Anggota)
Roles Chief Phmest - PKD (Inactive) Pegawai Farmasi UF41
Roles-Groups Consultant/Specialist Penyelia Jururawat
Transfer Schedule
) Drug Info - Allow to respond only Jururawat Terlatih
User Profile
User Roles Drug Info - Allow to verify and respond only Penolong Pegawai Perubatan
User Location Report rug Info - Allow to verify only Jururawat Terlatih
Roles By User
[J Data Entry

o Report/Enquiry

Figure 3.8.1-1 Roles
STEP 1

Click on ‘Maintenance’ menu follow by ‘Security’ sub-menu and click on ‘Roles By User’

STEP 2
Search existing record based on Role Description and Click on button to search ‘Role Description’

STEP 3
Double click on the “Role Name’ the of the existing record

STEP 4
User able to add roles to the available users by clicking the check box as per show in Figure 3.8.1-1

STEP 5

Click on the . B l button to save the record
Note

e The granted user list is available to check however system will not capture any changes done based on
the selection of roles and user.
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3.9 Prescriber
391

PhIS & CPS Project
User Manual — Maintenance Security

Add New Prescriber Record

(Ph[S

The function of this menu is to add new prescriber function therefore user can use the order
management module. This setup is mandatory for user that prescribe drug. Example, Doctor.

2l Maintenance

& Pharmacy
Active Ingredient
Administration Route
ATC Code Details
Cautionary & Instruction
CDR Regimen
CDR Regimen Category
Discipline & Sub-Discipline
Dosage Form
Drug
Drug Orderable by Discipline
Frequency
Indication
Location Group
Location Setup
MTAC Info
Order Routing
PH Reference
PH Content

Prescriber

Radiopharma Element

~

PHARMACY INFORMATION SYSTEM

PRESCRIBER

Home | Rales | Prescriber *
i ©

User D Prescriber Name

1 /75 » ¥

UseriD % Prescriber Name % Speciality + Type % Registration No % Presciber Category
6210221063 | DR M PUBALAN OrthopaediciOr 5 N
19 | MUNIANDY iy Resident 27442 | Consultant/Specialists
General
8804103531 Dr. Tang Yuan Chin Medicine/Gene | Resident 61192 | Consultant/Specialists
ral Medicine
Surgical "
T Dr Quah Wy Jin (General)iSurg | Resident 61573 s
57 Officer
ical (General)
9001251368 | DRAGNESLINGEE | Surdical Medical OffcerHouse
(General)Surg | Resident 64891
46 | SAN Officer
ical (General)
07INZ62 | o oo vee Chet PaediatriciPae | oo Ggant g7504 | Medical OfficerHouse
60 diatric Officer

(2%

[1-10/750]

#+| Qualifications| Created Date | Updated Date%| Status3

1910412017 0010112018 )

034557 PM ozatospw | Ae

02/01/2018 041012018 |,

11:01:29 AM 12:20.56 PM

02/01/2018 02012018 |,

02:21°51 PM 02:26'57 PM e

0710612016 02012018 |, 0

04:21:45 PM 11:50:38 AN

16/11/2016 0210112018

121214 PM 115849 A0 | AV

Note

Figure 3.9.1-1 Prescriber Listing Page

e Search prescriber record based: -

No | Field Description Remark
a User ID User ID created from Allow to search record by full or partial User ID
User Profile function
b Prescriber Prescriber Name Allow to search record by full or partial Prescriber
Name created from User Name
Profile function

STEP 1

STEP 2

Click on the

Select on Maintenance-Pharmacy menu then select Prescriber as sub menu

button to add new Prescriber
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PRESCRIBER

ENCAES
User ID ‘890424016442 |‘ 2 3 Registration No 43358 :
Prescriber Name ‘Aisyah Fadzlin Mohd Isnin H Qualification
General Medicine/General - 2 \ [
Prescriber Speciality Medicine 1D No 200424016442 | New IC v
Prescriber Type |Resident v | Gender |Female v |
e ——— ) e —
Prescriber Category |Medical Officer/House Officer v | Join Date 11/03/2014 =]
Address 1 Contract Valid From \ & |
Address 2 Contract Valid To \ B |
Address 3 Contact No \:\
Postcode Contact No (0
City Contact No (HP)
State \ v Email \
Country | v | Stalus |Acive ¥

Figure 3.9.1-2 Prescriber

STEP 3
Enter the information in the mandatory field:
a) UserID
b) Prescriber Specialty
c) Prescriber Type
— Resident
— Part Time
— Visit
— Registration No
d) Registration No

e) Gender
- Male
— Female
— Unknown
f) Join Date
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User ID |890424U16442 | : ~ Registration No 433538 : e
Prescriber Name |Aisy'ah Fadzlin Mehd Isnin H | Qualification
General Medicine/General ' @ S
Prescriber Speciality Medicine ID No 200424016442 | Mew IC v
Frescriber Type | Resident v | Gender |Female v
Prescriber Category |Medica| Officer/House Officer v | \ f Join Date 11/03/2014 i :
Address 1 Lot 763 Contract Valid From | & |
Address 2 Ko Simee Contract Valid To | |
hdess 3 Cortact o ]
Postcode 31500 > @ < Contact No (O)
City Ipoh Contact No (HP)
State | Perak - | Email |
Country [IMalaysial v | Status |Ar.t|ve—v

Figure 3.9.1-3 Save

STEP 4
Enter the information in optional field if applicable:
a) Prescriber Category
b) Address 1
c) Address 2
d) Address 3
e) Postcode
f) City
g) State
h) Country
i) Qualification
j) IDNo
k) Contract Valid From
[) Contract Valid To
m) Contact No (O)
n) Contact No (HP)
0) Status

STEP 5
Click on the . B l button to save the record
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3.9.2 Edit Prescriber Record

The function of this screen is to change the prescriber information in case of user transfer to
another department or other facility.

PRESCRIBER o

(+)2 0] @] x]
User ID 800424016442 [ J Registrafion No 48350 ’
Prescriber Name |Aisyah Fadzlin Mohd Isnin H | Qualification :

(General Medicine/General . ‘[ 2
Prescriber Specilly Medicne 1D No 290424015442 |Newic ¥
Prescriber Type Resident v |‘ Gender Female v |k
Prescriber Category | Medical OfficerHouse Offcer v Join Date 111032014 mf '
Address 1 Lot 763 | Contract Vaiid From &
Address 2 |Kg Simes | Contract Valid To il
Address 3 | | Contact No :
31500 ContactNo (0} ]
State perak v Email |

Country | WMalaysia v | Status Acive v |

Postcode

Figure 3.9.2-1 Prescriber

STEP 1
Click on the L] button to edit prescriber record

STEP 2
Select the field to edit the information

Prescriber Speciality @

Figure 3.3.2-2 Selected Field

Surgical (GeneralySurgical
(General) p

STEP 3
Change the information in the selected field
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PRESCRIBER

UserID \590424015442 2 Registrafion No 48358 )
Prescriber Name ‘Aisyah Fadzlin Mohd Isnin H Qualification

Paediatric Intensive <[ o S
Prascriber Spaciality Care/Paediatric Intensive Care 1D Mo 200424016442 New |G v

Figure 3.9.2-3 Save

STEP 4
Click on the . B l button to save the record
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3.9.3 Activate / Inactive Prescriber Record

This function is used to activate on inactive the Prescriber record because user not
available due to transfer to other facility or user on long leave

PRESCRIBER o

User D |890424016442 '[ P Registration No 48358 ‘
Prescriber Name |A\syah Fadzlin Mohd Isnin H | Qualification :

General Medicine/General B
IMedicine

Prescriber Spedalty [ IDNo |390424u15442 || Newle v

Prescriber Type Resident v Gender Female v/’
Prescriber Category | Medica| OfficerHouse Officer v | Join Date 111032014 | '
Address 1 Lot 763 | Conract Vald From ol
Address 2 |Kg Simee ‘ Contract Valid To i |
Address 3 | ‘ Contact No :
Pastoode Contact No (0) ]

State |Perak v | Email |

Country | Malaysia v | Stalus Acive v |

Figure 3.9.3-1 Prescriber

STEP 1
Click on the LJ button to enable all the field

Status @ | Inactive *

Figure 3.9.3-2 Status

STEP 2
Select Status as Inactive
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PRESCRIBER e
User ID ‘890424[]16442 ’ P Registration No 48353 :
Prescriber Name ‘Aisyah Fadzlin Mohd Isnin H Qualification
Faediatric Intensive «|* S
Prescriber Speciality Care/Paediatric Intensive Care 1D No 290424016442 New IC v

Figure 3.9.3-3 Save

STEP 3

Click on the . B button

PRESCRIBER
B3 x

{ 2 Registration No 48358

|390424n15442 || Newlc v

User D |890424U15442

Prescriber Name |Aisyah Fadzlin Mahd Isnin H

Faediafric Intensive -
Care/Paediatric Intensive Care

*{’J
1D No

Prescriber Speciality

Figure 3.9.3-4 Inactive Button

Note
¢ Other option to inactive the prescriber record is by click on the LJ button as Figure 3.9.3-4
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Abbreviation Definition

PhiS Pharmacy Information System

CPS Clinical Pharmacy System

PM Patient Management

eGL Electronic Guarantee Letter

HRMIS Human Resource Management System
MRN Medical Record Number

TDM Clinical Pharmacokinetics Services

ADR & DAC Adverse Drug Reaction and Drug Allergic Card
DICE Drug Information and Consumer Education
MTAC Medication Therapy Adherence Clinic
MOH Ministry Of Health
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