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Unhardening PhIS PC

1. Login to PhIS Admin account.

2. Go to desktop and click Consolel for unhardened local group policy.

pharmaniaga

Local Computer\Non-Administrators Policy
4 i User Configuration
1+ [ Software Settings
Windows Settings
4 [ Administrative Templates
1 (] Control Panel
1= [ Desktop
» [ Network
Shared Folders
[ Start Menu and Taskbar
=[] System
1 (] Windows Components
(. Al Settings

&

Select an item to view its description

Setting

state

Configure Media Explorer Bar
Disable the Display Control Panel
Hide the Programs Control Panel

how only specified Control Panel items
rohibit access to properties of a LAN connection

Remove links and access to Windows Update
urn off all balloon notifications

Remove Change Password

Remove Task Manager

Removable Disks: Deny read access
Removable Disks: Deny write access
Windows Automatic Updates

urn off Autoplay

Don't set the always do this checkbox
Default behavior for AutoRun
ile menu: Disable Open menu option

Hide Favorites menu
Disable customizing browser toolbar buttons
| Turn off tabbed browsing

Hide these specified drives in My Computer

Prevent access to drives from hy Computer

pecify defaut category for Add New Programs

| i b A .

Remove frequent programs list from the Start Menu
Remove access to the context menus for the teskbar

Tools menu: Disable Internet Options... menu option

Remove Windows Explorer's default context menu

Hide the "Add a program from CD-ROM o floppy disk” opti...
I + otion

[ m

Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Remove access to use all Windows Uidat= features Enabled

Not configured
Nt configured
i

Rl

i

Extended / Standard /

Mare Actions. »

PhIS_CPS/Unhardening PhISPC v1.0



pharmaniaga

4. Double click on selected policy to edit. Tick on “Not Configured” to
change setting. Click “Apply” and “OK”.
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4 i User .
» | sof| [E] Configure Media Explorer Bar
b =] Wirg |
PRe | ‘omment:
b
) () Disabled
Supported on:
b
= | Options:

Only Internet Explorer 6.0 -

Help:

L
feature

~ enabled

Disable the Media Explorer Bar and auto-play

1 Aute-Play Media files in the Media bar when

Allows Administrators to enable and disable the Media Explorer
Bar and set the aute-play default.

The Mediz Explorer Bar plays music and video content from the
Internet.

If you disable the Media explorer bar, users cannot display the
Media Explorer Bar. The auto-play feature s also disabled. When
users click on a link within Internet Explorer, the content will be

played by the default mediz client on their system.

I you enable the Media Explorer Bar or do not configureit, users
can show and hide the Media Explorer Bar.

Administraters also have the ability to turn the auto-play feature
on or off. This setting only applies if the Media Explorer Bar is
enabled.

¥ checked, the Mec

plorer Bar will automatically display and
play the media conten) i

en the user clicks on a media link. ‘

option

floppy disk” opti..

State
Disabled
Enabled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Ensbled
Ensbled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Enabled
Ensbled
Ensbled
Ensbled
Ensbled
Ensbled

Not configured

Nat configured

More Actions.

More Actions.
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5. After edit the configuration selected, close windows and save. Please
restart computer and verify all the configuration edited.

- - Ty ye e s
i Consolel - [Ganzole Root\Local ComputeriNon Administrators Polic/Use
[ File Action View Favorites Window Help

Ll Al

| Console Root ¥ R - | Actions Y 4
Local C ANon-Admi Pol T d
4 ocal Computer\Non-Administrators Poli »
P 2 Configure Media Explorer Bar Setting State Co * | All Settings. =
4 L User Configuration E
» 8 Software Settings ) Configure Media Explorer Bar Not configured - More Actions »
» [ Windows Settings Edit palicy setting Disable the Display Control Panel Ensbled e =
nfigure Media Explore -
4 [ Administrative Templates Requirements: Hide the Programs Control Panel Enabled 22 sk
1[5 Control Panel Only Internet Explorer 6.0 Show enly specified Control Panel items Enabled More Actions 4
Desktop Prohibit access to properties of a LAN connection Enabled
» [ Network 2;:;{";’;:;‘“”“0“(:' s Remove frequent programs list from the Start Menu Ensbled
(| Shared Folders and disable the Media Explorer Bar Remove access to the context menus for the taskbar Enabled
] Start Menu and Taskbar and set the auto-play default. Remove links and access to Windows Update Enabled
1 System v Enabled
TRAR . T I The Medis Explorer Bar plays | Microsoft Management Cunsnlet = S
S music and video content from|/
= Intemet. Enabled
. Enabled
Fyou disable the Media exple §, Save console settings to Consolel?
4R Enabled
bar, users cannot display the i
Media Explorer Bar. The auto-{ | Efishiled
feature is also disabled. When| Enabled
users click on a link within Inte Enabled
Explorer, the content will be -
played by the default media
on their system. Enabled
Hide Faverites menu Enabled
g)'ﬂu :ﬂﬂb‘ﬂthﬁ zﬁﬁd‘ﬂ Explorer Tools menu: Disable Internet Options... menu option Enabled
p— ‘;;m:,’;f‘;‘; ';E'Qt:’:,;a:f:" Disable customizing browser toolbar buttons Enabled
Explorer Bar, [15] Turn off tabbed browsing Enabled
Hide these specified drives in My Computer Enabled
“:_:!’“"t‘“f“’::'“‘ :“E‘fhﬁ Remove Windows Explorer's default context menu Enabled
e ] g only | ] Prevent access to drives from by Computer Enabled
applies f the Media Explorer Baris Remove access to use all Windows Update features Enabled
enabled. Specify defautt category for Add New Programs Not configured
e e B Hide the "Add a program from CD-ROM or floppy disk” opti... Not configured N
will automatically displey and play & [7712 " Frsimes sz Hint rmnfineedt »
Extended / Standard /
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Enable Address Bar on Internet Explorer

1. Go to start button on desktop and type “regedit” then select.

Programs (1)
| regedit

Think
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2. Select “HKEY_LOCAL_MACHINE” > “SOFTWARE” > “Policies” >
“Microsoft” > “Restrictions” on left side explorer window. Double click
on “NoNavBar” and change the value 1 to O for allow address bar
appear on Internet Explorer.

4|, SOFTWARE
- |, ATITechnologies
1| CBSTEST
1 ClamWin
) Classes
1| Clients

| Cryptography
4 Intemet Explorer

b Main

4|, Toolbars

.| Restrictions

< | PeerDist
w || Peemnet
- 1l SQMClient
b~ Ju SystemCertificates

wwwwwwwwww

Neme
ab) (Default)
% NoNavBar

rd

Type Data
REG_SZ (value not set)
REG_DWORD 000000000 (0)

| Edit DWORD G2-bit) Value ===

Explorer Toolb:
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3. Please verify after change the setting.
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